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. O01ue cBeaenus

3aH_II/ITa I/IH(I)OpMaI_II/II/I B KOMIIBFOTCPHBIX CUCTCMAX U CCTAX

(HanMeHOBaHME BUAA IPOPECCUOHATIBHOM AeATETHHOCTH) Kox

OcHoBHas Ociib BUaa HpO(I)eCCHOHaHLHOﬁ ACATCIIBHOCTH

Obecnieuenne 6e30MacHOCTH UHGOPMAITNH B KOMIIBIOTEPHBIX CUCTEMAaX M CETSAX B YCIOBUAX
CYIIIECTBOBAHUS yIPO3 UX HHPOPMAITMOHHOW 0€30MTaCHOCTH

I'pynma 3ansaTuit:

PykoBoguTenu noapasaeneHui
1223. 110 HAyYHBIM HCCIeOBaHUsIM 11 2425.
pa3paboTkam

Cnenuanuctsl OpraHoB
rOCYIapCTBEHHOM BJIACTH

2519. Pa3paboTumky v aHaTUTUKU 2523. CriennanaucTsl 10 KOMITbIOTEPHBIM



3359.

1330.

2522.

3511.
(xox OK3Y)

MIPOTrPaMMHOTO 00ECTICUEHUS U
HpHHO)KCHHﬁ, HE BXOOAILIIME B

JpyTHUe rpymniibl
CpenHeTexHUUEeCKU IepcoHal

Ha TocyIapcTBEeHHOM ciyx0e, He  3513.

BXOZSAIIMM B IPyrye IPyIIIbI
PykoBoauTenu ciayx0 u
nojapaznencHuii B cepe

nH(}OpPMAITMOHHO- 2511.
KOMMYHHUKAITUOHHBIX

TEXHOJIOTUH

CucTteMHbIE aIMUHUCTPATOPBI 2529.

CroenuaancTel-TEXHUKH 110
skcrutyatauuu KT

(HamMeHOBaHUE) (xox OK3)

OTtHecenue K BUaaM SKOHOMHMYECKOM ACATCIIBHOCTU

62.01
62.02.1
62.02.2

62.09

72.19.2
(xox OKBII?)

CECTAM

CHCHI/IaJ'II/ICTBI'TeXHI/IKI/I 110
KOMIIBIOTCPHBIM CCTAM U CUCTCMaM

CucreMHBIe aHATUTUKH

Coenuanuctsl 1o 0a3am JaHHBIX U
CETSIM, HE BXOJISAIIUE B IPYTHE TPYIIIIBI

(HaMEeHOBaHUE)

Pa3paboTka KOMIIBIOTEPHOTO IPOrPAMMHOTO 00eCIIEUeHUS

ILGHTCHBHOCTB 110 IUIAHUPOBAHHIO, IIPOCKTUPOBAHNIO KOMIIBIOTCPHBIX CUCTCM

ILGHTCHBHOCTB 110 O6CJ'I€I[OBaHI/IIO H SKCIICPTHU3C KOMIIBIOTCPHBIX CHCTEM

,Z[ef[TCJH)HOCTI), CBSI3aHHAS C MCIOJIL30BAHUEM BEIYHUCIUTECILHON TEXHUKHA U

MH(GOPMAITMOHHBIX TEXHOJIOTUM, TIpoyast

Hayunsle uccnenoBanus u pa3padOTKU B 00JaCTU TEXHUYECKUX HAYK

(HauMeHOBaHME BUa YKOHOMHUYECKON 1eATeIbHOCTH)



Il. Onncanue TpynoBbIX PyHKIMI, BXOASAIIUX B IPO¢eCCHOHANBHBIN CTAHAAPT (PyHKIHMOHAJIBbHASA KAPTA BUAA
npodeccuoHaIbLHOM 1eATeJIbHOCTH)

O0001IeHHbIE TPYIOBBIC PYHKITMH TpynoBble GyHKIIUN
YPOBEHb YPOBEHb
KOJT HaNMEHOBaHUE HalMEHOBaHUE KOJT (ToypOBEHB)
KBaTA(pUKAIAH
KBaJIM(pUKAIIH
OO0GcnyXuBaHHUE CPEICTB 5 OO0cmyxuBaHUE TPOTrPaMMHO-aNapaTHbIX A/01.5 5
3alUThl MHQOpMALIUU B CpPE/CTB 3aIUThI HHPOPMAIUH B
KOMITBIOTEPHBIX CHCTEMaX U OIIEPAIIMOHHBIX CUCTEMAX
CeTsIX OO6cyxrBaHUE MTPOrPAMMHO-AIIAPATHBIX AJ02.5 5
CPEICTB 3alIMTHI HH(OpMaIK B
KOMIBIOTEPHBIX CETSIX
OO6cmykuBaHuE CPEACTB 3AIIUTHI A/03.5 5
MHGOPMALIUHU PUKIATHOTO U CHCTEMHOTO
IPOrpaMMHOT0 00ECIICUCHHUS
AJMUHUCTPUPOBAHKE 6 AJMUHUCTPUPOBAHUE TIOACUCTEM 3aLUThI B/01.6 6
CPEICTB 3alIHUTHI MH(OPMALIMU B OTIEPALMOHHBIX CHCTEMaX
UHPOpPMAITUH B AJMHUHUCTPUPOBAHHUE IPOTPAMMHO- B/02.6 6
KOMIIBIOTEPHBIX CUCTEMAX U anmaparHbIX CPeJCTB 3alIUTH MH(OpMaLUU
CeTsIX B KOMIIBIOTEPHBIX CETSIX
AJMHUHUCTPUPOBAHHUE CPEACTB 3aIIUTHI B/03.6 6
MH(OPMAaLIUHU PUKIATHOTO U CUCTEMHOTO
MIPOTPaMMHOTO 00eCTIeUeHUs
OnenuBanue ypoBHs 7 IIpoBeneHne KOHTPOJIBHBIX TPOBEPOK C/01.7 7
0e30MmacHOCTH paboTocnocoOHOCTH U 3P (HEKTUBHOCTH
KOMIBIOTEPHBIX CUCTEM U MPUMEHSAEMBIX TPOrPaMMHO-aIapaTHbIX
ceren CPEJCTB 3aIlIUThl HHPOPMaLUU
Pazpabotka TpeboBaHMil 10 3amuTe, Cl02.7 7
(hopMHpOBaHHUE TMOIUTHK 0€30TTACHOCTH
KOMIIBIOTEPHBIX CUCTEM U CETeil
[TpoBenenue aHaaM3a 0€30MACHOCTH Cl03.7 7
KOMIIBIOTEPHBIX CUCTEM
[IpoBenenne ceprudukanuy mporpaMmmMHoO- Cl04.7 7

anmaparHbIX CPEJCTB 3alUTH MH(OpMaLUU
U aHAJIN3 Pe3yNbTaToB




[IpoBeneHre HHCTPYMEHTAIBHOTO
MOHUTOPUHTA 3aIUIIEHHOCTH
KOMITBIOTEPHBIX CHCTEM U CeTel

Cl05.7

[IpoBenenue 3kCepTU3sl IpU
pacciieZloBaHUN KOMITBIOTEPHBIX
MIPECTYIUICHUM, IPAaBOHAPYLICHUN U
MHIUICHTOB

Cl06.7

PazpaboTka mporpamMMHO-
anmaparHbIX CPEJCTB 3alIUThI
UH(OPMAITIN KOMITBIOTEPHBIX
CHCTEM M CeTeH

Pazpabotka TpeGoBaHUil K TPOrpaMMHO-
anmapaTHbIM CPECTBAM 3aIUTHI
MH(POPMALIUU KOMIIBIOTEPHBIX CHCTEM U
cerei

D/01.8

[IpoexTrpoBanue nporpaMMHoO-
annaparHblX CPeJCTB 3alUTHI UH(OpMALUU
KOMIIBIOTEPHBIX CUCTEM U CETEN

D/02.8

Pa3paboTka u TecTupoBaHHE CPEICTB
3amUThl H()OPMAITUU KOMITBIOTEPHBIX
CHCTEM U ceTell

D/03.8

ConpoBokIeHHE pa3pabOTKU CPEICTB
3aIUThl HH(HOPMAIIUU KOMIIBIOTEPHBIX
CHUCTEM U CETEU

D/04.8




I11. XapakTepuctuka 0000111eHHBIX TPYI10BBIX PyHKIMA
3.1. O000menHas TpyaoBasi pyHKIUS

HaumenoBanue

[poucxoxaeHue 0000MCHHOM
TPYHAOBOH (pyHKIIUH

OO6cnyXuBaHUE CPENICTB 3AILUTHI
YpoBeHb
nH(OpMaIU B KOMITBIOTEPHBIX cUcTeMax U | Kog | A 5
KBaJTU(PUKALIUU
CEeTsX
3aMMCTBOBAHO U3
OpuruHan
OpUrHHaja
Kon PerucrpanioHHbIi
OpUrHHAJA HOMEp
npo¢heCCHOHATBLHOTO
CTaHmapTa

Bo3moxHbIe
HaMMEHOBaHHUS
JOJDKHOCTEH, podeccuii

TexHUK Mo 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM H CETEH

TexHuk no 3amure nHGpopMarmu | kareropuu

Texnuk no 3amurte nHpopmammu I kareropuu

TexHUK 110 3a1Te HHPOPMAITHH

TpebGoBanus k
00pa30BaHMIO U
00y4YeHHIO

Cpennee npodeccrnoHaibHOE 00pa30BaHue - MPOTrPAMMBI TOATOTOBKU
CHEIHAJINCTOB CPEIHETO 3BEHA 10 MPO(PUITIO AESITEITbHOCTH

TpeOoBaHuUs K OIBITY
MPaKTHYECKON padoThI

s nomxHOCTel 6e3 Kareropuii - onbIT paboThl HE TpedyeTcs

Jlnis noimxHOCTEH ¢ Kareropue - onbIT paboThl B JOJKHOCTH ¢ O0siee HU3KOH
(mpeamecTByOIIEH) KaTeropreil He MeHee OIHOTO roja

Ocobble ycrnoBus
JOTycKa K padoTe

Jlpyrue XxapakTepuCTUKU

PexomeHryeTcst TONOIHUTEIbHOE MpodeccnoHaIbHOe 00pa3oBaHue -
IIPOrpaMMbI MOBBIILIEHUS KBaU(UKaLUU B 00J1acTH MHPOPMAIIMOHHOM
0e30macHOCTH

JIOTIOTHUTENBHBIE XapaKTEPUCTUKHU

HaumenoBanue 6a30Boi Tpymibl, JOHKHOCTH
HanmenoBanue nokymeHTa Kon
(mpodeccun) WK crennaibHOCTH
OK3 3511 Cnenmnanuctbl-TeXHUKHU 10 3kcmutyarauuu MKT
3513 CriennanicThI-TEXHUKHU 110 KOMITBIOTEPHBIM CETSAM U
crcTeMam
3359 CpenHeTexHUYECKU IEPCOHAN HA TOCYIapCTBEHHOMN
ciryx0e, He BXOJSIINHN B IpyTHe TPYIIITBI
EKC® - TexHuk mo 3anyre HHPOPMALTIH
OKIIATP* 27032 TexHuk no 3amyre HHPOPMAITIH
OKCO’ 090108 NudopmarmonHast 6€301MacHOCTh

3.1.1. TpynoBasi pyHKUHUSA




OOGcnyxuBaHu€ MPOTPAMMHO- Yposens
HaumenoBanue anmnaparHbIX CPEJCTB 3aLIUTHI Kon | A/01.5 (moxypoBeHb) 5
nH(OpMaITUU B ONIEPAIIMOHHBIX CHCTEMAax KBanupuKarun
Hponcxomae}me 3arMCTBOBAaHO U3
. Opurusan
TPyIoBO# QyHKIMK OpuUruHaia
Kon opurunana Peructpanuonssiit
HOMEpP
po¢eCCHOHATFHOTO
cTaHaapTa

TpynoBbie nericTBUsA

BBox B D3KCIulyarauuioo NpPOrpaMMHO-alapaTHbIX — CPEACTB  3aIIMUTHI
UH(OPMAITUH B OTIEPAIIMOHHBIX CHCTEMax

VcraHoBka IIporpaMMHO-alIapaTHbiX CPEACTB 3alllUThL I/IH(bOpMaHI/II/I

HacTtpoiika nmporpaMMHO-ammaparHbIX CPEACTB 3alIUThl HH()OPMAIUU, B TOM
YHCIIe CPEJICTB AHTHMBUPYCHOM 3alllMTHI, B OIEPAIIMOHHBIX CHCTEMax II0
3aJ1aHHBIM 11a0JI0HAM

VYcraHOBKa  CpPEeICTB  aHTUBUPYCHOM — 3aIUTBI B COOTBETCTBUU  C
JEHCTBYIONIMMU TPEOOBAaHUAMU

WNHcTpykTak  mosibp3oBaTenel Mo  mopsiaKy — OezomacHOi  paboTel B
OIEePAIMOHHBIX CHCTEMAX

OdopmieHre  SKCIUTyaTalldOHHOW  JIOKYMEHTAallMd  HA  MPOrPaMMHO-
anmnaparHble Cpe/ICTBa 3alUThl HH(OpMalMK B ONIEPALMOHHBIX CUCTEMAX

BoccranoBienne paboTOCIIOCOOHOCTH MPOrPaMMHO-ANIAPATHBIX CPEICTB
3alMThl MH(OpPMALMU B ONEPALMOHHBIX CHUCTEMax COIIACHO TEXHUYECKOU
JIOKyMEHTaIuu

[TpoBepka KOppEeKTHOCTH pabOThl MPOTrPaMMHO-ANIAPATHBIX CPEICTB 3AIIUTHI
UHPOpPMAIIMU TIPU HMX B3aMMOJCHCTBHM C TEXHHYECKUMH CpPEIACTBAMHU U
IPOTrpaMMHBIM 0OecrieyeHHEM

HeoOxonumbie ymeHus

ApXUTEKTYypa U MOJIb30BATENbCKUE UHTEPENCH ONIEPAIIMOHHBIX CUCTEM

[Topsimox oOecniedeHuss 06e30macHOCTH MHGOPMALMM TPH  SKCIUTyaTalluu
OTEpPAIIMOHHBIX CUCTEM

HcTtounuku yrpo3 HWHPOPMAIMOHHOW O€30MacHOCTH W Mephl 10  MX
MPEOTBPALLICHUIO

CymHOCT, U cofepKaHME NOHATHA HWHQPOPMALIMOHHOW O€30MacHOCTH,
XapaKTEPUCTUKH €€ COCTABIIIOIINX

TumnoBsie CpCACTBA 3allIUThI I/IH(i)OpMaIII/II/I B OIICPALIMOHHBIX CUCTEMaX

HporpaMMHo-annapaTHHe CpCACTBA U MCTOABI 3allIUTHI I/IH(I)OpMaI_II/II/I

ITopsimok sKcITyaTallud CPEICTB aHTUBHPYCHOM 3alUTHl B OINEpPAllMOHHBIX
cucreMax

@®opMbl U METOABl WHCTPYKTaXka IOJb30BaTeieil Mo Mmopsaky padoTel B
OIEPALMOHHBIX CUCTEMAX

OO6mue npUHUMIBI (PYHKIMOHUPOBAHUS MPOrpaMMHO-aapaTHBIX CPEACTB
Kpunrorpaduyeckoil 3anmrs vHGoOpMauu

HOpﬂI{OK O(pOpMJ'IeHI/IH 3KCHHyaTaLII/IOHHOﬁ AOKYMCHTAIlUN

HopmaruBHbIe MpaBoOBbI€ aKThI B 00JIACTH 3aIIUTHI HH()OpMauu

OCHOBHbBIE PYKOBOJSIIME W METOAMYECKHE JOKYMEHTHI YIOJHOMOYEHHBIX
(dbeneparbHBIX OPTraHOB MCIIOTHUTEIHHOM BJIACTH IO 3aNIUTe HHGOPMAITUN

OpFaHI/BaHI/IOHHBIC MCDPBI 110 3alIUTC I/IH(I)OpMaI_[I/II/I

Heo0OxonuMmeie 3HaHUS

HactpanBarh KOMITOHEHTHI MOACUCTEM 3aIIUTHI HH(OOPMAIIMHU OTIePAITMOHHBIX
CHUCTEM

VYhpaBisaTe yYETHBIMU 3allUCAMM TOJIb30BATENIEH, B TOM YHUCIE TeHEpaluen,




CMEHOU Y BOCCTAHOBJICHUEM IMapojie

[TpuMeHATh MpOrpaMMHO-aNIapaTHbIe CpPEACTBA 3allUThl HH(pOpMAnMU B
OIIEPALIMOHHBIX CUCTEMAX

[TpuMeHSATh aHTUBUPYCHBIE CPEJICTBA 3AIUTHI HH(POPMALIUU B OTIEPAIMOHHBIX
cucreMax

PabGorath B oOmEpalMOHHBIX CHCTEMax C COONIONEHUEM JIEHCTBYIONIUX
TpeOOBaHU 110 3aIKUTe HHPOPMAITUH

[TpoBOANTH MOHUTOPUHT, aHATU3 U CPaBHEHUE YPPEKTUBHOCTH MPOTPAMMHO-
annaparHblX CpeJCTB 3alUThl MH)OPMALUY B ONEPALMOHHBIX CUCTEMAX

YcranaBnuBaTh  OOHOBIIGHHSI ~ NPOTPAMMHOTO  OOECIIEUEHHs,  BKIIOYAs
IporpaMMHOE 00ecIiedeHe CPEICTB 3aIUThl HH)OPMAITIH

BeINONHATE  pe3epBHOE  KOIMPOBAaHWE M aBapUilHOE BOCCTAHOBJICHHE
paboTOCIIOCOOHOCTH CPEICTB 3AIUTHI HHPOPMAIIH

KOHTpOJ'H/IpOBaTB OEJIOCTHOCTD IIOACUCTEM 3allIUThI I/IH(i)OpMaI_[I/II/I
OIICpalOHHbIX CUCTCM

VYeTpaHATh HEUCIPABHOCTH MOJCUCTEM 3aIIUThI MH(OpMALUK ONepaliMOHHbIX
CHCTEM U MPOTrPaMMHO-ANIAPATHBIX CPEACTB 3AIUTHI HH(pOpPMAIIMK COTIIACHO
TEXHUUYECKOW JOKYMEHTaluu

OdopMIATh IKCIUTYaTAIHOHHYIO JOKYMEHTAIMIO IPOTPaMMHO-aNIapaTHbIX
CPEICTB 3alIUTH HHPOPMALIUU

Jpyrue xapakTepuCTUKH

3.1.2. TpynoBasi pyHKUHSA

OO6cnyxuBaHue MPOrpaMMHO- YpoBeHb
Haumenosanue anmapaTHBIX CPEJICTB 3aNTUTHI Kon | A/02.5 (momyposenn) 5
UH(OPMAIIUU B KOMITBIOTEPHBIX CETSIX KBaMpuKaLn

IIpoucxoxnenue
TPYHAOBOH pyHKIUH

Opuru=aan

3auMCTBOBAHO W3
OpurMHaa

Kon opurunana Peructpanuonsslit
HOMED
podeccHoHaIbHOTO
CTaHjapTa

Tpynossle nencTBUs

BBon B JKCIUlyaTaluio  IPOrpaMMHO-AMIApaTHBIX — CPEIACTB  3aLUTHI
MH(OpPMaAIIMU B KOMIIBIOTEPHBIX CETIX

YcraHoBKa MporpaMMHO-amIapaTHblX CpCACTB 3alllUThI HH(bOpMaL[I/II/I B
KOMITBIOTCPHBIX CCTAX

VYcTaHOBKA CpPENICTB  MEKCETEBOIO JKPAaHUPOBAHMS B COOTBETCTBUU C
JEHCTBYIOIIMMHU TPEOOBAHMSIMU TI0 3aIIUTE HHPOPMAITUN

Hactpoiika mporpaMMHO-anmaparHbIX CpeICTB 3alllUThl HHPOpPMALUU B
KOMIBIOTEPHBIX CETSIX MO 33aHHBIM I11a0JIOHaM

VYceTpaneHue HEHCIPABHOCTEH MPOTPAMMHO-ANIAPATHBIX CPEACTB  3alUTHI
UH(MOPMAITUU B KOMIBIOTEPHBIX CETSIX COTNIACHO TEXHHUYECKOW TOKYMEHTAIU!

WucTpykTaxk monbp3oBaTeNied MO  MOpsSAKy  Oe3omacHoi  paboThl B
KOMIIBIOTEPHBIX CETSIX

Odopmienre  SKCIUTyaTallUOHHOW  JOKYMEHTAllUM Ha  MPOTrpaMMHO-
anrnaparHble Cpe/ICTBa 3alUThl HHPOPMAIMK B KOMIIBIOTEPHBIX CETSIX

HeoOxonumbie ymeHus

Tomonorun n IMIPOTOKOJIBI CETCBOTO B3aI/IMO)IeI\/’ICTBI/I$I, INPUMCHACMBIC B




AKCIUTYaTUPYEMBIX KOMIIBIOTEPHBIX CETIX

CocTaB M OCHOBHbIE XapaKTEPUCTHKH OOOPYIOBaHUS, NMPUMEHIEMOTO MpU
IOCTPOCHUY KOMIIBIOTEPHBIX CETEl

TumoBble METOABI W TMPOTOKONBI HIACHTH(PUKAIIMHN, aAyTCHTU(DUKAINUA W
aBTOPU3AIUN B KOMITBIOTEPHBIX CETAX

TunoBEIC CETEBBIC aTaKH U CIIOCOOEI 3alllUThI OT HUX

CymHoOCTh U coaepkaHHe MOHATUS UHGOPMAIIMOHHON 0e30MacHOCTH,
XapaKTEPUCTUKHU €€ COCTABJISIIOLINX

OcCHOBHbBIE HCTOYHHUKHU YTP0o3 HH(GOPMAIIMOHHOMN O€30MacCHOCTH U MEPHI M0 UX
MPEIOTBPAIICHUIO

[TporpamMMHo-anmapaTrHble CpeACTBA M METO/IbI 3aIIUTHl HH(OpMauu

OcHOBHBIE =~ METOIBI  OpPraHW3allUd ¥ TPOBEIEHUSA  TEXHUYECKOTIO
00CITy>)KUBaHHSI KOMMYTaITMOHHOTO 00OPY0BaHUS KOMITBIOTEPHBIX CETEH

[Topsimox oopmieHus SKCILTyaTallMOHHOM TOKyMEHTAluU

OOumme npuHIUNBl  (QYHKIMOHUPOBAHUS CPEICTB  KpUNTOrpaduueckon
3aIIUTHl HH(OPMAIIMK B KOMIBIOTEPHBIX CETIAX

[Topsimox oOecriedeHnst Oe30macHOCTH WHGOPMAIUM TPH  AKCIUTyaTaluu
KOMITBIOTEPHBIX CeTei

@®opMbl U METOAbl HMHCTPYKTa)ka IIOJIb30BaTeleil Mo MOpsaKy padoThl B
KOMIIBIOTEPHBIX CETAX

HopmatuBHBIE TpaBOBbIE aKThHI B 00JIACTH 3aIUTHI HH(OpMALIUN

OcHOBHEIC PYKOBOAAIINEC W MCETOAMYCCKHUC OOKYMCHTBHI YIIOJIHOMOYCHHBIX
(i)e,[[epaJ'IBHBIX OpraHoB HCITOJIHUTEIILHOM BIIACTH 110 3alIUTC I/IH(l)OpMaLII/II/I

OpraHu3anroHHbIE MEPHI 110 3aIUTe HHPOPMALTUT

HeoOxonumele 3HaHUS

[IpuMeHsTh MpOrpaMMHO-AINIapaTHbIe CPEICTBA 3allUThl HHPOpPMALMHU B
KOMITBIOTEPHBIX CETSIX

YcTaHnaBImBaTh MEKCETEBLIC OKpPaHbl B KOMIIbIOTCPHBIX CCTAX

KondurypupoBarb MeXCETEBbIE SKpaHbl B COOTBETCTBHU C 3aJlaHHBIMU
IpaBUJIaMU

KoHTponupoBarb KOPpPEKTHOCTh HACTPOMKH MEKCETEBBIX JKPAaHOB B
COOTBETCTBHUU C 3aJJaHHBIMU IIPaBUJIaMU

PaGoTarh B KOMIBIOTEPHBIX CETSAX C COOJIONEHUEM JIeHCTBYIOLIUX
TpeOoBaHUl MO 3a1uTe HHHOPMaAUU

[TpoBOAUTHE MOHUTOPUHT, aHATU3 U CpaBHEHUE YPPEKTUBHOCTH MPOTrPaMMHO-
anmnapaTHbIX CPEICTB 3aIUTHI HH(GOPMAIIMN B KOMIIBIOTEPHBIX CETIX

YcranaBnuBaTh ~ OOHOBIIEHHSI MPOTPAMMHOTO  OOECIIEUEHHs, BKIIOYAs
MIporpaMMHOE 00eCIIeYeHUE CPEICTB AU THI HH(DOPMALIHHI

cDOpMy.]'H/IpOBa.TL MNPEIVIOKCHUA T10 NPUMCEHCHUIO IMPOrpaMMHO-alIlapaTHbIX
CpCACTB 3allIUThI I/IH(l)OpMaIII/II/I B KOMIIBIOTCPHBIX CCTAX

Jlpyrue XxapakTepuCcTUKU

3.1.3. TpynoBasi pyHKUHUSA

OO0cTy)KUBaHUE CPEJICTB 3aIUTHI YpoBeHs
HaumeHoBaHUe uH(GOPMAIUH MPUKIIATHOTO Kox | A/03.5 | (momyposeHs) 5
CHCTEMHOI'0 IPOTrPaMMHOI0 00ecIIeueHus! KBayuKaLm

[Ipoucxoxaenue
TpyIoBO# QyHKIMH

Opurusan

3arMCTBOBAaHO U3
OpurvuHajia




Kon opurunana Perucrpannonusiit
HOMED
npodeccuoHaIHLHOTO
CTaHIapTa

TpynoBbie nericTBUs

VYcraHoBka IIpOorpaMMHOro obecneueHus

Hactpoiika mporpaMmHOro obecriedeHusi ¢ COOIMIoneHueM TpeOOBaHUM IO
3aIuTe HHPOPMAIUU

Hactpoiika cpeacTB aHTUBUPYCHOW 3alIUTBl JJII KOPPEKTHOW pPabOTHI
MPOrpPaMMHOT0 0OecTedeH s 1Mo 3aJJaHHBIM I1a0JI0HaM

WHCTpyKTaX TMOJIb30BaTeieid o coOmoneHnH TpeOOBaHUN 1O  3aluTe
uHpopMaIuu npu padoTe ¢ MPOrpaMMHBIM OOeCIIeYeHUEM

Hactpoiika BCTPOCHHBIX CPEICTB 3allUThl HH(POPMAIMH [TPOrPAMMHOIO
obecrneueHus 1o 3aJaHHbIM 1a0JI0HAM

[TpoBepka (HyHKIMOHMPOBAHUS BCTPOCHHBIX CPEACTB 3alIUTHl HMH(pOpMaImu
IPOrPAMMHOTO 00ECIICUCHUS

CBoeBpeMeHHOE  OOHApy)K€HHWE MPU3HAKOB  HAJM4YUA  BPEIOHOCHOTO
MIPOrPAMMHOTO 00ECIICUCHUS

HeoOxonumbie ymeHus

[Topsimox HacTpoHKM MPOrpaMMHOIO OOECHEUYEeHMs, CUCTEM YIPABICHUS
0a3zaMM JaHHBIX U CPEICTB IEKTPOHHOIO JOKYMEHTO000POTa

O6mue npuHIMNBI (YHKIHOHUPOBAHUS BPEIOHOCHOTO MPOrPaMMHOTO
obecrieueHus

[TpuHIMIIBI PYHKIIMOHUPOBAHUS CPEACTB AHTUBUPYCHOM 3aIlIUTHI

CymHoCcTs W cOAepKaHWE TMOHATHUS WH(POPMALMOHHON O0€30IacHOCTH,
XapaKTEePUCTUKHU €€ COCTABIISIOLINX

Hctounuku yrpo3 HWHPOPMAIMOHHON O0€30MacHOCTH M MEpbl MO HX
MIPEIOTBPAIICHUIO

OcoOeHHOCTH  HUCTOYHHUKOB  Yrpo3  HH(POPMALMOHHONW  0€30MacHOCTH,
CBSI3aHHBIX C AKCIUTyaTalMel IporpaMMHOro 00ecreueHus

HpI/I3HaKI/I HaJIMYHA BPEAOHOCHOT'O ITPOTrpaMMHOI'0 obecrneueHuUs

TumnoBble yA3BUMOCTH HIPOrpaMMHOrO OOECHEeUeHUss M  METOAbl HUX
JKCILTyaTalluu

OO6mue npuHUMIBI (YHKIMOHUPOBAHUS CPEICTB 3alIUThl HHGPOpMAIUH
IPOrPaMMHOIO OO€cTeYeHusi, B TOM YHCIe, CPEACTB KpUITOrpaduuecKon
3a1UThl HHGOPMAIIT

HOpHI[OK OKCILTyaTalluu CpCACTB aHTHBHPYCHOﬁ 3alllUThI

[Topsimox oOecnieueHus: 0O€30MACHOCTH HMHPOPMALMK MpPHU  SKCIUTyaTaluu
IPOTrPaMMHOT0 00eceyeHHsI

HOpMaTI/IBHLIe IIPaBOBLIC AKTHI B obmactu 3alllUThI I/IH(l)OpMaI_[I/II/I

OcHOBHEIC PYKOBOAAIINE W METOAUYCCKHE OJOKYMCHTHI YIIOJIHOMOYCHHBIX
(I)GI[Cp&J'IBHHX OpTraHoOB HUCIIOJIHUTEILHOM BIIACTH 110 3alIUTC HH(bOpMaHPIPI

OpraHuzanvoHHbIe MEPHI 10 3alIUTe UH(pOpMaun

HCO6XO,Z[I/IMLIC 3HaHUA

YcranaBnuMBaTh MPOTrpaMMHOE OOECTIEYeHHE B COOTBETCTBUH C TEXHUYECKOM
JIOKYMEHTaluen

BhInonHAT HACTpOHKY MapaMeTpoB pabOThl HMPOTPaMMHOIO OOeCHeYeHMs,
BKJIIOYAsi CHUCTEMbI YIpaBieHHUs 0a3aMu JaHHBIX M CPEICTBAa 3JIEKTPOHHOTO
JOKyMEHT0000poTa

PabGotare ¢ mporpamMmMHBIM oOOecTieueHHEeM C COOJIOACHHEM JCHCTBYIOIINX
TpeGoBaHu 10 3amuTe HHOPMALUU

YcranaBnuBaTh  OOHOBIIGHHSI MPOTPAMMHOTO  OOECHEeUeHHs, BKIIOYas
MIporpaMMHOE 00eCIIeYeHNE CPEICTB AU THI HH(OPMAITHHI

Jlpyrue XxapakTepuCcTUKU




3.2. O0001meHHas TpyaoBasi pyHKIUSA

HaumeHnoBanue

[Ipoucxoxaenne 0600meHHO
TPyIoBO# QyHKIMK

A,I[MI/IHI/ICTpI/IpOBaHI/Ie CpEACTB 3alllUThI
YpoBeHb
UH(POPMAIIUU B KOMITBIOTEPHBIX cucTtemMax u | Kon | B 6
KBaJTU(PUKALIUU

CETIAX

3anMCTBOBAHO W3

Opurunaan
OpHTHHAA
Kon PerucTpannoHHbIit
OpHTUHaa HOMEp
podeccHoHaIbHOTO
cTaHmapTa

Bo3smoxHbIe
HaMMEHOBaHHUS
JOJDKHOCTEH, podeccuii

AnMuHUCTpaTop 0€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM U CETEl

AJIMUHUCTPATOP 1O 00eCIeUeHUI0 6e30MacHOCTH HHPOpMaLIUU

HmxeHep-mporpaMMUCT 0 TEXHUYECKoU 3ammute nHpopmanmu | kareropun

HuxeHep-nporpaMMICT 0 TEXHUUECKOM 3amuTte nHpopmanuu Il kareropuu

WHxeHep-porpaMMUCT MO0 TEXHUYECKOU 3aIuTe HHpopManuu

Wunxenep-nporpammuct | kareropuu

Nuxenep-nporpammuct II kareropun

Nuxenep-nporpammucr III kareropun

HHxeHep-nporpaMMucCT

TpeGoBanus k
00pa30BaHUIO U
00y4eHUIo

Briciiee oOpa3zoBanue - 6akanaBpuar B 00JacTd HHPOPMAITMOHHOM
0€e30IacHOCTH

TpeOoBaHuUs K OIBITY
MPaKTHYECKON padoThI

st nomxHOCTEH 6€3 KaTeropuii - onbIT paboThl HE TpedyeTcs

st MOMKHOCTEH ¢ KaTeropuel - OIbIT padoThl B JJOKHOCTH ¢ 00Jiee HU3KOM
(mpenmecTByOIIEH) KaTeropreil He MeHee OIHOTO rofa

Oco0Ople ycrmoBus
J0MycKa K paboTe

Hanuuue nomycka kK rocyapcTBeHHOM TaliHe (py HEOOXOAUMOCTH)

Jpyrue xapakTepuCTUKH

Pexomenayercs nonomHuTepHOE MpodeccHoHabHOe 00pa30BaHUE -
MPOTPaMMBbI MOBBINIEHUS KBaNU(UKAIIMK B 001aCTH MHPOPMAITHOHHOM
0€301acHOCTH

Z[OHOHHI/ITCJ'IBHBIC XapaKTCPpHUCTUKU

HanmenoBanne 6a30BOM TPYIIIBI, JOMKHOCTH
HaumeHnoBanue nokymeHTa Kon
(mpodeccun) ninM cenuatbHOCTH
OK3 2425 CriennanaicTbl OpraHoOB TOCYJapCTBEHHOM BIIaCTH




2522 CucremMHBIC aIMUHUACTPATOPBI

2523 CrnenuanucThl 0 KOMITBIOTEPHBIM CETSIM
2529 CreluajJnucThl 10 0a3aM JaHHBIX U CETSIM, HE BXOAIINE
B JIpYTUE TPYIIIbI
EKC - HNnxenep-nporpaMMucT
- HNnxeHep-nporpaMMHCT IO TEXHUYECKOM 3aIUTE
nHpOpMaLIUU
- AJIMUHHCTpATOP IO 00ECIIEYCHHIO OE30TTaCHOCTH
nHpOpMaLUU
3.2.1. TpynoBasi pyHKIUSA
AJIMUHUCTPUPOBAHUE TTOJICUCTEM YpoBeHb
HanmenoBanme 3aIUTHl HGHOPMAIIMH B OTIePAIliOHHBIX Kox | B/01.6 | (momyposens) 6
CHCTEeMAax KBaITU(UKATNH
[Ipoucxoxnenue 3anMMCTBOBaHO W3
N Opurusaan
TpynoBo#l QpyHKIMN OpUTrHHAJIA
Kon opurunana Peructpanumonsslit
HOMEpP
npodeccHoHaIbHOTO
CTaHIapTa

Tpynossle nencTBus

Onpenenenne cocTaBa NPUMEHSEMbBIX [POrpaMMHO-ANIapaTHbIX CPEICTB
3alUThl HH(OPMALIMU B OIIEPALIMOHHBIX CUCTEMAX

Pa3paboTka mopsaka NPUMEHEHHS MPOrpaMMHO-alIapaTHBIX CPEICTB
3alUThl HH(OPMALIMU B OIIEPALIMOHHBIX CUCTEMAX

®opmupoBaHie MIA0JIOHOB YCTAHOBKHM IPOrPaMMHO-AIIAPaTHBIX CPEACTB
3alUThl HH(GOPMALIMHU B ONIEPAIIMOHHBIX CUCTEMaX

VYcraHOBKa MPOrpaMMHO-AMIMAPAaTHBIX CPEACTB  3allUThl HHpOpPMAIUK B
OTIEPAIIMOHHBIX CHCTEMAax, BKIIIOYAs CPEACTBA KPUNTOrpadUUEeCKON 3aIlUThI
uHpOpMaLUU

Kongurypupoanue MPOrPAMMHO-AIIAPATHBIX CpEACTB 3aIIUThI
nH(GOPMAIUU B ONIEPAIIMOHHBIX CHCTEMaX

KoHTponb KOppeKTHOCTH (DYHKIIMOHUPOBAHUS MPOrpaMMHO-AIapaTHBIX
CPEACTB 3alMThl HH(GOPMALIMHU B ONIEPAIIHOHHBIX CUCTEMaX

VYpasneHue aHTUBUPYCHOM 3aILIUTON ONEPALMOHHBIX CUCTEM B COOTBETCTBHUH
C JIeHCTBYIOIUMH TPeOOBAHUSIMU

HeoOxonumbie ymeHus

ApXUTEKTypa ¥ MPUHIHUIIBI TOCTPOEHUS ONEPALIMOHHBIX CUCTEM

[TporpammMHbIe HHTEP(EICH ONepallMOHHBIX CUCTEM

BI/I,Z[BI IOJIMTUK YIIPABJIICHUA OOCTYIIOM U I/IH(l)OpMaLII/IOHHLIMI/I IIOTOKaMH
MPUMCEHUTCIIBHO K OIICPpAllMOHHBIM CHUCTEMaM

ApXI/ITCKTypa MNOACUCTEM 3allIUThI I/IH(I)OpMaI_II/II/I B OIICPAMOHHBIX CUCTCMAX

[TpuHumnel  GYHKIMOHUPOBAHUS  CPEACTB  3allUThl  MHGOpMAIMK B
OIEPALIMOHHBIX CUCTEMAX, B TOM YHCJIE MCIOJIb3YIOMIUX KpUNITorpadguyeckue
AJITOPUTMBI

CocTaB TUMOBBIX KOH(PHUTypanuid MporpaMMHO-allapaTHbIX CPEICTB 3aLTUThI
uH(popMaIn

TpeOoBaHuss 1O COCTaBYy U XapaKTEpUCTHKAM IMOJCHCTEM  3allHUTHI
nH(pOpPMaIUU IPUMEHUTENBHO K ONEpPallMOHHBIM CUCTEMaM

HOpﬂI[OK pcajin3danuu MCTOAOB HW CPCACTB aHTHBHPYCHOﬁ 3alllUTBl B




OINICpalMOHHBIX CUCTEMAaxX

[TporpaMMHoO-anmaparHble CpeACTBA M METOABI 3allUThl HH(QOpPMAIMH B
OIIEPALIMOHHBIX CUCTEMAX

[Tpunmunsl paboThl M TpaBWiIa AKCILTyaTalldd TMPOTPaMMHO-ANIapaTHBIX
CPEACTB 3alUThl HH(OPMALUU

HopmatuBHBIE TpaBOBbIE aKThI B 00JIACTH 3aLUTHI HH(OpMALIUN

PykoBozsiue nu MeToguueckue JTOKYMEHThI YIIOJIHOMOUYEHHBIX (ellepaabHbIX
OpPraHOB MCIOJHUTEIBHOM BIACTH I10 3aIUTe WH(POPMAITUT

OpranuzanroHHbIe MEPHI M0 3alUTe HHpOopMauu

HeoOxonumele 3HaHus

(-DOpMy.]'H/IpOBaTB MOJIUTHKH 0€30acHOCTHU OIICpallMOHHBIX CUCTEM

HaCTpaI/IBaTB MOJIMTUKHU 0€30I1aCHOCTH OINCPpalOHHBIX CUCTCM

OueHuBarb yrpo3sl 6€301MacHOCTH UHPOPMALIUY OTIEPAIIHOHHBIX CUCTEM

[TpoTuBoONEiiCTBOBATH yrpo3am 0€301acHOCTH uHpOpMaLIUU C
UCIIOJIb30BaHHEM BCTPOCHHBIX CPEICTB 3aIUThI HH(POPMAIMU ONEPALOHHBIX
CHCTEM

Breibupars pexumbl pabOThl MPOTPaMMHO-ANMNAPATHBIX CPEACTB  3alIUThHI
UH(OPMAITUH B OTIEPAIIMOHHBIX CHCTEMAax

HaCTpaI/IBaTL AHTHUBUPYCHBIC cpeacrBa 3alllUThI I/IH(bopMaI_II/II/I B
OIICpalOHHBIX CUCTEMAaxX

YcranapnuBarh OOHOBIIGHUS IPOTPAMMHOTO OOECHeUeHUss U  CPEACTB
AHTHUBUPYCHOM 3aIUTHI

[IpoBOAMTE MOHUTOPHUHT (DYHKIMOHMPOBAHUS IPOTPAMMHO-AMIIAPATHBIX
CPEACTB 3allMThl HH(OPMALIMU B OIIEPALIMOHHBIX CUCTEMaX

[Tpou3BoauTh aHanu3 SPPEKTHBHOCTH NPOTPAMMHO-ANIAPATHBIX CPEICTB
3alUThl HH(OPMALIMU B OIIEPALIMOHHBIX CUCTEMAX

OneHnBaTh ONTUMAIBHOCTH BBIOOpA TMPOrPaMMHO-ANIIAPATHBIX CPEICTB
3alUThl UH(OPMALIMU U UX PEXUMOB (YHKIIMOHUPOBAHMS B OINEpPALIMOHHBIX
cucTeMax

Jlpyrue XxapakTepuCcTUKU

3.2.2. TpynoBasi pyHKUHUSA

AJIMMHHUCTpUPOBaHHE NIPOTrPAMMHO- YposeHb
HanmenoBanue anmnaparHblX CPEJCTB 3aLIUThI Kox | B/02.6 |  (nomyposens) 6
MH(QOPMALUU B KOMIIBIOTEPHBIX CETAX KBa/puKALM

[Ipoucxoxnenue
TpynoBo# QpyHKIIMN

Opurusan

3anMCTBOBAaHO U3
OpurruHajaa

Kon opurunana Peructpaumonssiit
HOMEp
PO eCCHOHATEHOTO
cTaHaapTa

TpynoBsle nencTBUs

OrmnpeneneHne cocraBa IMNPUMEHSEMBIX MPOTPAaMMHO-ANNAPATHBIX CPEJICTB
3alUThl MHOOPMAIIUK B KOMITBIOTEPHBIX CETAX

Pa3paboTka mopsnka TNpUMEHEHHs MpPOrpaMMHO-alNapaTHBIX CPEICTB
3alUThl MHQOPMAIIUK B KOMITBIOTEPHBIX CETAX

®opmupoBaHre  NIA0JIOHOB  KOHQUIypalluu  MPOrpaMMHO-alIapaTHbIX
CPEACTB 3alMThl HH(OPMALIMU B KOMITBIOTEPHBIX CETSIX

Hactpoiika mnporpaMMHBIX M amIaparHbIX  CPEACTB  MOCTPOEHUS




KOMITBIOTEPHBIX ~ CETeH, MCIONB3YIOIUX KPHUITOrpaguyecKyio 3aluTy
uHpOpMaITUN

VYopaenenue  GYHKIMOHUPOBAHUEM  MPOrPaMMHO-AIApPaTHBIX  CPEICTB
3aIUTHI UHOOPMAIIUU B KOMITBIOTEPHBIX CETIX

Kontpons KoppekTHOCTH (DYHKIIMOHUPOBAHUSA MPOrpaMMHO-AIMaPaTHBIX
CPEICTB 3alIUTHl HHPOPMAIIMH B KOMITBFOTEPHBIX CETSIX

anaBneHI/Ie Cp€acTBaMH MECKCETCBOI'O JSKpPAaHUPOBAHHA B KOMIIBIOTCPHBIX
CCTAX B COOTBCTCTBHUHU C I[ef/'ICTBYIOH_II/IMI/I Tp€6OBaHI/ISIMI/I

HeobOxonumbie ymeHus

[TpuHIMITBI TOCTPOCHUSI KOMITBIOTEPHBIX CETE

CTeK ceTeBBIX ITPOTOKOJIOB OIICPATHUOHHBIX CUCTCM

CTeK IPOTOKOJIOB CETEBOT0 000PYIOBAHHS

HOpHI[OK peanu3anuu METOAOB U CPEACTB MEKCECTEBOI'O SKpaHUPOBAHUA

[Tpuniunel  GYHKIMOHUPOBAHHUS CETEBBIX MPOTOKOJIOB, BKJIFOYAIOIIUX
KpUNTOrpaduyecKkue aaropuTMbl

Buapl monuTHK ympaBieHUs JOCTYNOM W WH(GOPMALMOHHBIMU MOTOKAMU B
KOMIIBIOTEPHBIX CETAX

HcTouruku yrpo3 nHGOPMAITMOHHON 0€30MMaCHOCTH B KOMIIBIOTEPHBIX CETAX
Y MEpPBI 110 UX NPEIOTBPALLECHHUIO

CocraB TUNOBBIX KOH(PUIypaluil NporpaMMHO-alIapaTHbIX CPEICTB 3alUThI
UHGOPMALIUH U UX PEKUMOB (YHKIIMOHUPOBAHMSI B KOMIIBIOTEPHBIX CETSIX

Metonpl M3MEpEHM, KOHTPOJIS M TEXHUYECKHX pPACYETOB XapaKTEPUCTHK
IPOrpaMMHO-alapaTHbIX CPEJICTB 3aIUThl HHPOPMAIUH

[Tpuniunsl  pa®oThl M HpaBWiIa  SKCIULyaTallMM  3KCILIyaTHPYEMbIX
IIPOrpPaMMHO-AIAPATHBIX CPEICTB 3aIIUTH HHPOPMaLUU

HpOFpaMMHO-aHHapaTHHe cpeactBa M MCTOAbI 3alllUTbI HHCbOpMaLII/II/I B
KOMITIBIOTCPHBIX CCTAX

HOpMaTI/IBHLIe IIpaBOBLIC AKThHI B obmactu 3alIUThI I/IH(l)OpMaL[I/II/I

PYKOBOJlﬂHH/Ie U METOANYCCKUC JOKYMCHTBI YITOJTHOMOYCHHBIX (be)lepanLHHx
OpTraHOB HCIIOJIHUTENBHOM BIIACTH 110 3alIuTe HH(bOpMaHHH

OpraHuzanroHHbIe MEPHI M0 3alIUTe HH(pOpMaun

HeO6XOI[I/IMLIe 3HaHUA

OI_[eHI/IBaTL YIpO3bI 0€30IMacHOCTH I/IH(l)OpMaI_[I/II/I B KOMIIBFOTCPHBIX CCTAX

HaCTpaI/IBaTL IpaBujia (1)I/IJ'H>TpaI_II/II/I ITaKE€TOB B KOMIIBIOTCPHLBIX CCTAX

O06ocHOBBIBaTh BBIOOP HCHOJB3YEMBIX MPOrPaMMHO-ANIMAPaTHBIX CPEICTB
3alIUThl HH(OPMALIMU B KOMITBIOTEPHBIX CETSIX

KondurypupoBath ¥ KOHTPOJIMPOBaTb  KOPPEKTHOCTb  HACTPOUKH
IPOTrpaMMHO-aNIapaTHbIX CPEJICTB 3alUThl MH(POPMAIMM B KOMIBIOTEPHBIX
CeTAX

BeiOupars pexuMbl pabOTBl HPOTrpaMMHO-AaNIapaTHBIX CPEACTB 3alIUThI
MH(OpPMaAIMU B KOMIIBIOTEPHBIX CETIX

[TpoBOAUTE MOHHUTOPUHT (DYHKIIMOHMPOBAHUS IPOrPAMMHO-AMIMAPATHBIX
CPEICTB 3alIUThl HHPOPMAIIMH B KOMITBIOTEPHBIX CETIX

[Tpon3BoauTh aHamu3 3PPEKTUBHOCTH NPOTPaMMHO-aNIapaTHBIX CPEICTB
3a1UThl HHGOPMAIMHU B KOMIIBIOTEPHBIX CETIX

OneHuBaTh ONTUMAIBHOCTH BbIOOpa MPOrpaMMHO-AMIAPATHBIX CPEICTB
3alUThl HHGOPMAIMHN U UX PEKUMOB (DYHKIIMOHUPOBAHUS B KOMITbIOTEPHBIX
CeTsAX

Jlpyrue XxapakTepuCcTUKU




3.2.3. TpynoBasi pyHKUHUSA

AJIMUHHUCTPUPOBAHUE CPEJICTB 3aAILUTHI YpoBerb
HaumeHnoBaHue UHGOPMAITUHU PUKIIATHOTO U cucTeMHoro | Kox | B/03.6 |  (moxyposens) 6
MIPOTPaMMHOTO 00eCTICUEHUS KBaTH(HKALIIH

[Ipoucxoxnenue
TPyIOBO# QyHKIMK

Opurusan

3anMCTBOBaHO U3
OpUTHHAJA

Kox opurunana Peructpanuonssiit
HOMED
npodeccHoHaIbHOTO
cTaHjapra

Tpynossle nencTBUs

OnpeneneHrne MOpsSAKAa YCTAHOBKH MPOTPaMMHOTO OOECHEUeHHUs C IENbIO
cobmroneHus TpeOoBaHUM 110 3anUTe HHGOPMAITUN

KonTtpomns Hanm cobOmroneHueM TpeOOBaHWN MO 3amure HHQOpPMAIUH TpU
YCTAHOBKE  NPOTPaMMHOTO  oOecriedeHHs,  BKIOYas  aHTHUBHPYCHOE
IPOrpaMMHOE 0OeCIICUeHIE

dopmynupoBaHue TpeOOBaHMI K TMapaMeTpaM CpEICTB aHTUBUPYCHOM
3aIUTHI 1T KOPPEKTHON pabOTHI IMPOTPaAMMHOTO O0SCTIICUeHUS

BeimonHeHre paboT 1Mo 0OHAPYKEHHIO BPEIOHOCHOTO MPOTPAMMHOTO
obecrieueHus

JlukBuaanus oOHAPYXEHHOTO BPEIOHOCHOTO MPOrPpaMMHOI0 OOecrieueHus: 1
MOCTIC/ICTBUH €ro (QYHKIIMOHUPOBAHUS

@®opmynupoBaHue TpeOOBaHUN K  BCTPOCHHBIM  CPEICTBAM  3AlUTHI
MH(OPMAITUH TPOTPAMMHOTO 00eCTICUSHHSI

HeoOxonumbie ymeHHS

ApXUTEKTypa NOACUCTEM 3aIUThI HH(POPMAIIMH B ONIEPALMOHHBIX CHUCTEMAX

HpI/IHI_II/IHLI IIOCTPOCHUA CUCTEM YIIPABJIICHUS 0azamMu JaHHBIX

OcCHOBHBIE CPEACTBA U METOABI aHAJIW3a MPOTPAMMHBIX pealln3aluii

[TpuHIMIBI TOCTPOSHHSI AHTUBUPYCHOTO MPOTPAMMHOI0 00ecTIeueHus!

BI/II[I)I IIOJIMTUK YIIPABJIICHUA OOCTYIIOM U I/IH(l)OpMaIII/IOHHI)IMI/I IIOTOKaMU
MMPUMCHHUTCIILHO K TPUKJIIAAHOMY IIPOTPAMMHOMY 00ecrneYeHU0

Hctounukun  yrpo3  uHGOPMAIMOHHOM  0€30MacHOCTH  MPOrPaMMHOTO
o0ecrieyeHus: ¥ Mephl M0 UX IPEAOTBPAILIECHUIO

VA3BUMOCTH HCHOJB3YEMOTO0 MPOTPAMMHOTO OOECIIEYEHHS] U METOJBI UX
HKCILTYyaTaluu

Bunet u  Qopmbl  (QYHKIIMOHUPOBAHMS BPEJOHOCHOTO IMPOTPAMMHOIO
obecrieueHus

XapakTepHble ~ MPU3HAKK  HAJWM4Msg  BPEIOHOCHOTO  MPOTPaMMHOIO
obecrieueHus

CpenctBa U MeTOAbl OOHAPYXKEHHsSI paHee HEU3BECTHOTO BPEIOHOCHOTO
MIPOTrPaMMHOTO 00ECTICUCHUS

[TpuHIMIBl GYHKIMOHUPOBAHUS MPOTPAMMHBIX CPEJCTB KPUMITOrpaduuecKon
3alUThl HHGOPMAITII

[Topsimox obecrneueHus: Oe3omacHOCTH WHGOPMAIMKM TPU  IKCILTyaTaIHH
MIPOTPaMMHOTO 00ECTICUCHUS

HOpMaTI/IBHLIe IIPaBOBLIC AKTHI B obmactu 3alllUThI I/IH(I)OpMaI_[I/II/I

PykoBozsie 1 METOAMYECKUE TOKYMEHTBI YIIOJIHOMOYEHHBIX (e/lepaabHbIX
OpraHOB HMCIOJHUTENIbHOM BJIACTH MO 3alIUTe HH(OPMAIIUU

OpFaHI/BaHI/IOHHBIC MCDPBI 110 3alIUTC I/IH(I)OpMaI_[I/II/I

Heo0OxonuMmeie 3HaHUS

AHanmM3upoBaTh  yrpo3bl  0€30MacHOCTH  HH(POPMAIMA  IPOTPAMMHOTO
o0ecrieyeHus




dopmynupoBaTh paBHWiaa 0E30MAaCHON  OKCIUTyaTallMid  IPOTPaMMHOTO
obecreyeHust
OO6ocHOBBIBaTh ~ IpaBuja  0OC30MACHONM  AKCIUIyaTallid  IPOrPaMMHOTO
obecreyeHust

AHanu3upoBaTh (GYHKIMOHUPOBAHUE MPOTPAMMHOIO 00eCIeYeHUs C LENbIo
OIpEeAEIEHUSI BO3SMOXKHOTO BPETOHOCHOTO BO3JIEHCTBUS

[Ipou3BoAUTh  MPOBEPKY  COOTBETCTBUS  PEANbHBIX  XapaKTEPHUCTUK
MPOrPaMMHO-AIAPATHRIX CPEJICTB 3alIUTHl MH(POPMAIIUK 3asSBICHHBIM B UX
TEXHUYECKOM TOKYMEHTAIluU

OcCyIIeCTBISITh MEPONIPHUSITHS 110 MPOTHUBOACHCTBHIO yrpo3aM 0Oe30MacHOCTH
uHGOpPMAIlMK,  BO3HHUKAIOIIMM  NPH  OKCIUIyaTalldd  [POrPaMMHOIO
obecneueHus

OmnpenensaTe MOPAAOK (YHKIIMOHMPOBAHMS MPOTPaMMHOTO OOecriedeHHs ¢
1eJIbI0 00eCTIeYeHUs 3alIUThl HH(POPMALIUU

Ananu3upoBatb  3((GEKTUBHOCTH  CHOPMYIMPOBAHHBIX TPeOOBAaHUH K
BCTPOEHHBIM CPEACTBAM 3aIIUThl HH(OPMAIIMH IPOTrPAMMHOTO 00eCeYeHuUs

Jpyrue xapakTepuCTUKH

3.3. O6001meHHas TpynoBasi GyHKIUS

HanmeHnoBaHue

[Mpoucxoxaenre 0000IEHHOM
TPYHAOBOH pyHKIUH

OI_IGHI/IBaHI/IC YPOBH: 0e30IacCHOCTH Kon C YpoBeHb 7
KOMIIBIOTEPHBIX CUCTEM U CETEH KBanupUKALHH
3aMMCTBOBAHO U3
Opuruzan
OpHIUHaIa
Kon PerucrparnonHsIit
OpHIUHaja HOMeEp
npoheCCHOHATBEHOTO
cTaHIapra

Bo3MoxHbIE
HAaMMEHOBAHUS
JOJDKHOCTEH, podeccuii

CHCI_II/IaJ'II/ICT 110 3aIuTe I/IH(I)OpMaI_II/II/I B KOMIIBFOTCPHBIX CUCTEMAX U CCTAX

DKCHEPT MO aHAIKU3Y 3aIIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM U CETEH

Benymuii (crapmuii) cienuanucT 1o 3aiure nHhopMaum

PykoBonuTens rpynmsl (CienUaau3upoOBaHHOMN B IPOYMX OTPACIIAX)

PykoBoauTens rpymnmsl (GyHKIIMOHAIBHOM B TPOUUX 00JIACTSIX
JeSITEIbHOCTH)

TpeboBanus k
00pa3oBaHUIO U
00y4EeHHIO

Briciiee oOpa3oBaHue - CieUAIUTET UM MarucTparypa B o0iacTu
nH(pOpMaIMOHHON 06€3011acCHOCTH

TpeboBaHus K OMBITY
NPAKTUYECKOH pabOTHI

Oco0bvble ycrnoBus
J0TycKa K paboTe

Hanuune nomycka K rocyapcTBEHHO TaiiHe (IIpy HEOOXOMMOCTH)




Jlpyrue xapakTepucTuku | PekoMeHmyeTcst TOMoIHUTENbHOE PO eCCHOHATbHOE 00pa30BaHHE -
MIpOrpaMMbl MOBBIIICHUS KBaTH(PHUKALUU B 00JacTH HH(POPMAITHOHHON
0€3011aCHOCTH

JIOTIOJTHUTENbHBIE XapAKTEPUCTUKU

HauMeHoBaH e TOKyMEHTa Ko HaunmeHnoBanue 06a30BOM TPYIIIBI, TOKHOCTH
(mpodeccun) Uy CrenuaaTbHOCTH
OK3 2425 CrenuanucTsl OpraHOB TOCYIapCTBEHHOM BIIACTH
2511 CucreMHbIC aHATUTHKI
2523 CrenuanucTpl 0 KOMITBIOTEPHBIM CETSIM
2529 CreluajJucThl 10 0a3aM JaHHBIX U CETSIM, HE BXOIAIINE
B JIPYT'HE TPYIIIIBI
EKC - HNnxeHep-nporpaMMHCT IO TEXHUYECKOM 3aIUTE
nHpOpMaLIUU
- AJMHUHUCTpATOP 10 00ECIICYCHUIO0 OE30MTaCHOCTH
nHbOpMaLUU
- Crienuaiuct 1o TeXHUYECKOH 3aIuTe HHopMaiuu
OKIILATP 26579 Crenuanuct 1o 3amure HHGopMaru
26579 Crienauct 1o 3auuTe HHPOpPMaIIH
OKCO 090101 Kpunrorpadus
090102 KommprorepHas 6e30macHOCTh
090103 Opraau3anys ¥ TEXHOJIOTHS 3alUThl HH(popMau
090104 KomrmutekcHas 3amuTa 00beKTOB HH()OpMATH3AIUH
090105 KommuiekcHoe obOecrnieduenrne HHPOPMAITHOHHOK
0€30IaCHOCTH aBTOMATH3UPOBAHHBIX CHCTEM
090106 Nudopmarmonnast 6€30macHOCTh
TEJICKOMMYHUKAIIHOHHBIX CUCTEM
090107 [IpoTrBONEHCTBHE TEXHUUECKUM Pa3BEIKaM

3.3.1. TpynoBasi pyHKUUSsA

HpOBeI[eHI/Ie KOHTPOJILHBIX ITPOBEPOK
YpoBeHb
aborocrocoOHOCTH 1 3 (HEKTUBHOCTH
HaumeHnoBaHue P b Koz | C/01.7 | (momypoBess) 7
IMPUMCHACMBIX ITPOTrPaAMMHO-AIIITIaAPATHBIX KBaJH/I(bI/IKaHI/II/I
CPEJCTB 3aIIUThl HHPOPMaLUU
[Ipoucxoxnenue 3auMCTBOBaHO U3
N OpurunHan
TpynoBo# QpyHKIIMN OpHUTHHANA
Kon opurunana Peructpaumonssiit
HOMeEp
PO eCCHOHATEHOTO
cTaHaapra
TpynoBsle nencTBUs Onenka pabOTOCOCOOHOCTH TNPUMEHSEMBIX POrpaMMHO-aIMapaTHBIX
CpCACTB 3alllUThI I/IH(bOpMaI_[I/II/I C HUCIIOJIb30BAHHWEM MITATHBIX CpPCACTB U
METOJINK

OI_ICHI(a B(b(beKTI/IBHOCTI/I NPUMCHACMBIX HNPOTrpaMMHO-AIIIapaTHbIX CPEACTB
3alllUTHI I/IH(i)OpMaI_[I/II/I C UCITOJIb30BaAHMEM HITATHBIX CPEACTB U MCTOIUK

OrnpeneneHne ypoBHS 3aLUMIIEHHOCTH U JOBEpUs MPOTrpaMMHO-alNapaTHbIX
CPENICTB 3alIUThI UHPOpPMAITUT

HeoOxonumbie ymeHus I IpyuHIUIIBI TOCTPOEHNS KOMIIBIOTEPHBIX CUCTEM U CeTel




Metonbl W METOAWMKH OIEHKH 0€30IacHOCTH IPOTrpaMMHO-aNmapaTHbIX
CPEACTB 3alUThI HH(OPMALIUU

[lpyHOMOB  TOCTPOGHUS  NPOTPAaMMHO-ANIIAPATHBIX  CPEICTB  3aIUTHI
uHpOpMAITUT

HpI/IHHI/IHH IMOCTPOCHUA IMMOACHUCTEM 3allINTEI I/IH(bOpMaI_[I/II/I B KOMIIBFOTEPHBIX
CHUCTEMAX

Mertonpb! otieHkH 3((HEeKTUBHOCTH NOJUTHKU 0€30MaCHOCTH, Pealn30BaHHOM B
IPOrPaMMHO-AIAPATHBIX CPEACTBAX 3AIIUTH HHPOPMAIIHH

MeTonb! u cpelicTBa OLICHKH KOPPEKTHOCTU U 3(PPEKTUBHOCTU MPOTrPaMMHBIX
peanu3anuii anropuTMOB 3aIIUTHI HHPOPMAITIH

Metonp! aHanu3a NPOrpaMMHOIO KOJA C IIEJBI0 ITOMCKAa NOTEHLIUAIbHBIX
YSI3BUMOCTEM Y HEOKYMEHTUPOBAHHBIX BO3MOKHOCTEN

Crioco0bl aHanmM3a NPUMEHSIEMBIX METOJIOB M CPEJCTB 3aIUThl HHPOPMAIIH
Ha [peIMET COOTBETCTBUS MOJINTHKE O€3011aCHOCTH

HammonaneHble, MEXroCcyJapCTBEHHBIE W MEXIYHAPOIHBIC CTaHIApThI B
0071acTH 3aUThl HHPOPMAITUT

HopmatuBHBIE TpaBOBbIE aKThHI B 00JIACTH 3aIUTHI HH(OpMALIUN

PykoBozsiye 1 MeToauuecKue JOKYMEHThI YIIOJIHOMOYEHHBIX (ellepaabHbIX
OpraHOB MCIOJHHUTEIBHOM BIACTH 10 3aIIUTE HH(OPMALIUT

OpranuzanroHHbIe MEPHI MO 3alIuTe HH(pOpMaIuu

HeoOxonumeble 3HAaHUA

Onpenensith TapaMeTpbl  (DYHKIIMOHHPOBAHHS IPOTPAMMHO-AIAPATHBIX
CPEICTB 3alIUTH HHPOPMALIUU

Pa3zpabarpiBaTh METOIMKHU OLIEHKH 3aIIUIIEHHOCTH MTPOTrpaMMHO-aNapaTHbIX
CPEJNICTB 3alIUThl HH(pOpMAITIN

OuenuBarb 3((HEKTUBHOCTH 3alTUTHl HHPOPMAIIHH

HpI/IMerlTI) paBpa6OTaHHI>I€ MCTOAUKHN OLICHKHU 3allJMIIICHHOCTH IIPOrpaMMHO-
alrrapaTHbIX CPCACTB 3alIUThI I/IH(bOpMaI_II/II/I

AHanu3upoBaTh MPOrpaMMHO-alIapaTHble CpPEACTBA 3aIIMTHl C LEJbIO
OIpeJieNIeHUs] YpOBHS 0OecreunBaeMOoi MIMH 3alUILIEHHOCTH U 10BEpUs

Jpyrue xapakTepuCTUKH

3.3.2. TpynoBasi pyHKUHUSA

Pa3paboTka TpeOoBaHwMii 10 3ammure, YpoBeHb
Haumenosanue (dhopMUpOBaHUE TIOJIUTHK O€30TTaCHOCTH Kon | C/02.7 | (nmomyposeHs) 7
KOMIIBIOTEPHBIX CUCTEM U CeTer KBaMpuKaLn

IIpoucxoxnenue
TpyaoBoil pyHKIMN

Opuru=aan

3anMMCTBOBaHO M3
OpHUIvHaa

Kon opurunana Peructpanmonsslit
HOMEp
npodeccHoHaIBHOTO
CTaHjapTa

Tpynossle nencTBUs

(DOpMI/IPOBaHI/IC MOJIUTUK 0€30IaCHOCTH KOMIIBIOTCPHBIX CUCTCM

KoncynsrrpoBanue mo Borpocam 6€301MacHOCTH KOMITBIOTEPHBIX CHCTEM

Pa3paboTka npoduieii 3amuThl U 3aJaHH 110 6€30MacHOCTH

PazpaboTka TeXHWYECKMX 3aJaHWd Ha CO3JaHHE CPEICTB  3allUTHI
uHpOpPMaITUU

HpI/IHHTI/IC pCHICHUsA O HCO6XO,[[I/IMOCTI/I 3alllUThI I/IH(bOpMaI_II/II/I, COI[Gp)K&IJ.IGﬁCH




B HH(OPMAITMOHHON CHCTEME

Knaccudukarnuss MHPOPMAIMOHHOW CHUCTEMBI TIO TPEOOBAHUSM 3aIIUTHI
nHpopmaruu

Onpenenenne yrpo3 Oe3omacHocTH WHGOPMAIMH, peamu3alus KOTOPBIX
MOKET MPHUBECTH K  HapylleHHIO Oe3omacHOCTH  HWH(pOpPMAIMU B
KOMIIBIOTEPHOW CHCTEME U CETH

Pa3zpaboTka momenu yrpo3 6e3omacHocTr HHpOpMaIuu

3ananue TpeOOBaHMH K 3alIUTe HHPOPMAIIMH KOMIBIOTEPHON CHCTEMBI

Pa3paboTka pykoBOOSIIMX JIOKYMEHTOB IO 3amuTe HHQOpManuu B
OpraHu3aIu

Heo6xonumbie ymeHHS

IIpyuHIUIIBI TOCTPOEHUS KOMIIBIOTEPHBIX CUCTEM U CeTer

MOI[CJ'II/I 0€e30IacCHOCTH KOMITBIOTCPHBIX CUCTEM

BI/I,Z[BI MOJIMTHK 0€30MacHOCTH KOMITBIOTCPHBIX CUCTCM U ceTei

[TpuHIMIIBI TOCTPOCHUS CPENCTB KpUNTOrpaduyecKon 3aiuThl HHGOpMAIIIT

HarmmonaneHbie, MEXrocyJapCTBEHHbIE W MEXKIYHAPOIHBIC CTaHIAPThI B
0071acTH 3aUThl HHPOPMAITUH

B03MOXXHOCTH HMCMONIB3YEMBIX M IJIAHUPYEMBIX K HCIIOJIB30BAHUIO CPENICTB
3aIUTHl HTHOPMALHH

HopmatuBHBIE TpaBOBbIE aKThI B 00JIACTH 3aIUTHI HH(OpMALIUN

PYKOBOIUIHII/IG U MCTOANYCCKUC JOKYMCHTBI YITOJTHOMOYCHHBIX (beﬂepam)me
OpraHoB HCITOJIHUTENLHOM BIIACTH 110 3alIuTe I/IH(bOpMaI_[I/II/I

OpraHu3anroHHbIE MEPHI 110 3aIUTe HHPOPMALTUT

HeoOxonumele 3HaHUS

AHanu3upoBaTh  KOMIIBIOTEPHYIO  CHUCTEMY C  LENbI0  OINpeAeieHUs
HEO0OXOIMMOT0 YPOBHSI 3aIUIIICHHOCTH U JIOBEPHS

Pa3pa6aTBIBaTB HpO(I)I/IJ'II/I 3allUTbl KOMIIbIOTCPHBIX CUCTEM

DopMynupoBarh 3aaHUs 10 0€30MIACHOCTH KOMITBIOTEPHBIX CUCTEM

BrImonHaTs aHanu3 0€30IaCHOCTH KOMIIBIOTCPHBIX CUCTEM U p33pa6aTLIBaTL
PEKOMCHOAWU 110 SKCILTyaTallku CUCTEMBI 3alllUThI I/IH(l)OpMaHI/II/I

DopMHUPOBATh MOJIUTUKN OE30MTACHOCTH KOMIIBIOTEPHBIX CUCTEM U CETEH

Jlpyrue XxapakTepuCTUKU

3.3.3. TpynoBasi pyHKUHUSsA

[IpoBenenue anann3a 6€30MaCHOCTH VposeHb
HaumeHoBaHue KOMITBIOTEPHBIX CHCTEM Kox | C/03.7 (momypOBEHb) 7
KBaHUKAIUH
[Ipoucxoxnenue 3anMMCTBOBaHO W3
N OpurunHan
TpynoBo# QpyHKIMN OpHUTHHANA
Kon opurunana Peructpauumonsslit
HOMEp
PO eCCHOHATEHOTO
cTaHaapTa

TpynoBsle nencTBUs

OHpC}ICJ’ICHI/IC YPOBHA 3allIUIICHHOCTH U JOBEPHA B KOMIIBIOTCPHBIX CUCTEMAax

OI_[eHI(a PUCKOB, CBA3aHHBIX C OCYHICCTBJICHUCM YI'PO3 0e30IMacCHOCTH B
OTHOIINCHHWHU KOMITBIOTCPHBIX CUCTEM

OHGHKa COOTBETCTBUS MEXaHH3MOB 0€30MacHOCTHU KOMHBIOTepHOﬁ CHCTEMBI
Tpe60BaHI/I$IM CYIICCTBYIOIIMX HOPMATUBHBIX AJOKYMCHTOB, a TaKXE HX
AJICKBATHOCTHU CYHICCTBYIOIIUM PUCKAM

IloaroroBka aHaIUTHYECKOrO OTYETA IO pe3yiibTaTaM IMPOBCACHHOI'O aHaJIn3a




DopMyIHpPOBaHUE MTPEIIOKEHUN IO YCTPAHEHUIO BBISIBICHHBIX YA3BUMOCTEH

Heo6xonumble ymMeHHS

IIpyuHIUIIBI TOCTPOEHUS KOMIIBIOTEPHBIX CUCTEM U CETer

Va3suMocTn KOMITBIOTCPHBIX CUCTEM U ceTen

Kpunrorpaduyeckue MeToabl 3amuTs HHGOpMauu

HpI/IHHI/IHH IIOCTPOCHUA CUCTEM YIIPaBJICHUA 0azamMu JaHHBIX

CpencTBa aHaJIM3a KOH(MUTYpAIHii

HarmmonaneHbie, MEXrocyJapCTBEHHBIE W MEXIAYHApPOIHBIC CTaHIAPThI B
0071acTH 3aTUThl HHPOPMAITUN

HopmatuBHBIE TpaBOBbIE aKThI B 00JIACTH 3aLUTHI HH(OpMALIUN

PykoBozsiue nu MeToguueckue JTOKYMEHThI YIIOJIHOMOUYEHHBIX (ellepaabHbIX
OpraHOB MCIOJHUTEIBHOM BIACTH T10 3aIUTe WH(POPMALTUU

OpranuzanroHHbIe MEPHI M0 3alUTe HHpOopMauu

HeoOxonumelie 3HaHUA

AHanu3upoBaTh KOMIIBIOTEPHYIO CHCTEMY C LEJIbIO OIPEICIICHUS YpPOBHS
3alIMIEHHOCTH U 1I0BEpUs

IIporHo3upoBaTh BO3MOXKHBIE IIYTH DPa3BUTUS JACUCTBUU HApYyLINUTEIA
nH(pOpMAITMOHHOM 0€301TaCHOCTH

HpOI/I3BOI[I/ITB aHaJIM3 MOJUTHKH O€30IacCHOCTH Ha NpeaAMET aICKBATHOCTU

[TpoBOANTH MOHMTOPHHT, aHATHM3 U CpaBHEHHE 3(H(HEKTUBHOCTH MPOTPAMMHO-
annaparHblX CPeJCTB 3alUThl MH()OPMALUY B ONEPALMOHHBIX CUCTEMAX

CocraBnsith #u  OQOPMIISTH AHAJUTUYECKUH OTYET 10 pe3yibTaraM
IIPOBEICHHOIO aHAIN3a

Pa3pabarbiBaTh NpeioKeHNs 110 YCTPAHEHUIO BBISIBJICHHBIX YS3BUMOCTEN

Jlpyrue xapakTepucTUKu

3.3.4. TpynoBasi pyHKIUS

[IpoBenenue cepTuuKaun v
POBEHB

IIporpaMMHO-amIaparabiX CpCACTB

HaumeHoBaHue porp p pea Kox | C/04.7 (moypoBEHb) 7
3aIUThl HH(GOPMAIMHN U aHAIHU3 KBATHHKAITH
pe3ynbTaToB

[Mpoucxoxaenue 3auMCTBOBaHO M3

. Opuru=aan
TPYMOBOH (QDYHKIIHH OpHUrHHaJa
Kox opurunana Peructpanuonsslit
HOMeED
npoheCCHOHATBEHOTO
cTaHgapra

Tpynossle nencTBUs

HpOBe}IeHI/Ie TCOPCTUICCKUX HCCIIeIOBaHUI ypOBHGfI 3alllUINCHHOCTH
KOMITBIOTCPHBIX CUCTEM U ceTei

HpOBe,[[CHI/IC SKCIICPUMCHTAJILHBIX HCCIIeIOBaHUN ypOBHCﬁ 3allUIIICHHOCTH
KOMITBIOTCPHBIX CUCTEM U ceTei

HpOBeL[CHI/IC CCpTI/I(bI/IKaI_II/IOHHLIX HCIIBITAaHUI C HCIIOJIBb30BAaHUEM
HHCTPYMCHTAJIbHBIX CPEACTB

[TonroroBka aHAJIMTUYECKOTO OTYETa IO pe3yjabTaraM MPOBEICHHBIX
CepTU(HUKAIIMOHHBIX UCTIBITAHUN

DopMyITMpPOBaHUE BHIBOJIOB 110 OIEHKE 3AIUIIEHHOCTH

Heo6xonumble ymeHUs

HaumoHnaneHble, MEXrocyIapCTBEHHBIE M MEXIYHApPOAHbIE CTaHJApThl B
o0acTy 3auThl THPOPMALUH

HauuoHansHBIE CTaAaHAApPThl Ha HNPOBCACHUC HAYYHO-UCCICAOBATCIILCKUX U




OIIBITHO-KOHCTPYKTOPCKUX ~ palOT, CepTHU(UKAINMOHHBIX HCIBITAaHUA W
CO3JIaHHE CUCTEM 3aIIUTHI HHPOPMALIUU

CniocoObl opranuzanuu padoT MU MPOBEICHUU CePTUDUKALIUY TPOTPAMMHO-
anmnapaTHbIX CPEJCTB 3aALIUTHI

[TpuHIMIIBI TOCTPOCHUS CPENICTB KpUNTOrpaduyecKoi 3auThl HHGOpMAIIIU

HopmatuBHBIE TpaBOBbIE aKThI B 00JIACTH 3aLUTHI HH(OpMALIUN

PykoBozsiue nu MeToguueckue JTOKYMEHThI YIIOJIHOMOUYEHHBIX (ellepaabHbIX
OpPraHOB MCIOJHUTEIBHOM BIACTH I10 3aIUTe WH(POPMAITUT

OpranuzanroHHbIe MEPHI MO 3alUTe HHpOpMauu

HeoOxonumele 3HaHus

AHanu3upoBaTh KOMIBIOTEPHYIO CHUCTEMY C IIEJIbIO ONpPENCIICHUS YPOBHS
3aIIUIIEHHOCTH U JOBEPHSI

Hcmonp30BaTh HpO(l)I/IJ'II/I 3aIllIUThI U 3aJaHUs 110 0e30IaCHOCTH

[TpuMeHsSITh MHCTPYMEHTAIBHBIE CPEACTBA MPOBEACHUS CEPTUDUKAIMOHHBIX
UCOBITAaHUN

CocraBisath u  OGQOPMIATh AHAIUTUYECKUN OTYET M0 TPOBEACHHBIM
cepTU(UKAIIMOHHBIM UCTIBITAHUSM

I[eHaTI) BBIBOJBI IO OLICHKEC 3allIMIICHHOCTH Ha OCHOBAHHMH aHAJIUTHYCCKOI'O
OT4YCTa

Jpyrue xapakTepuCTUKH

3.3.5. TpynoBasi pyHKUUSsA

[IpoBeneHre UHCTPYMEHTAIIBHOTO YpoBeHb
HaumeHoBaHue MOHHMTOPHWHIA 3alMIIEHHOCTH Kox | C/05.7 (oIypoBEHB) 7
KOMITBIOTEPHBIX CUCTEM U CETEH KBanHpuKaIIn

IIpoucxoxnenue
TPYHAOBOH (pyHKIUH

Opuru=aan

3anMMCTBOBaHO M3
OpHUTHHAaJIA

Kox opurunana Peructpanuonssiit
HOMED
podeccHOHaIBHOTO
CTaHjapTa

Tpynossle nencTBUs

Brinonnenue aHajliu3a 3alllUIICHHOCTH KOMITBFOTCPHBIX CHUCTEM C
HCIIOJIb30OBAHUEM CKAaHCPOB 0e30IaCHOCTH

BrinonHeHne aHanu3a 3alUIIEHHOCTU CETEBBIX CEPBUCOB C UCIIOJIIB30BAHUEM
CpEICTB aBTOMATHUYECKOTO pearupoBaHus Ha HOTBITKH
HECAaHKIIMOHUPOBAHHOIO JOCTyNa K pecypcaM KOMIBIOTEPHBIX CHUCTEM U
ceTen

CocraBneHne 0TYETOB 10 pe3ylbTaTaM IPOBEPOK

Heob6xonumble ymeHUs

HpI/IHLII/IHLI MMOCTPOCHU A KOMIIBIOTCPHBIX CUCTCM U ceTen

cDOpMaJ'II)HI)Ie MOICIN 0e30macHOCTH KOMITBIOTCPHBIX CUCTEM U ceTei

HpI/IHLII/IHLI IOCTPOCHUA CUCTEM O6Hap}I)KCHI/I$I KOMITBIOTCPHBIX aTaK

Metonbl 00paOOTKH JaHHBIX MOHUTOPHHIa O€30MaCHOCTH KOMITBIOTEPHBIX
CUCTEM H ceTel

[Topsimox co3naHusi W CTPYKTypa OTYETa, CO3/1aBaeMOro IO pe3ylbTaTam
IIPOBEPOK

CnocoObl 0OHapyXeHHMsI W HEWTpalu3allMd TOCIEACTBUNA BTOPXKEHUN B
KOMIBIOTEPHBIE CUCTEMBbI

KpI/IHTOTpa(I)I/ILIeCKI/IC IPOTOKOJIbI, IPUMCHACMBIC B KOMIIBIOTCPHBIX CCTAX




HopmaruBHbIe paBoBbI€ aKThI B 00JIACTH 3aIIMTHI HH(pOpMaLUn

PykoBozsie 1 METOAMYECKUE TOKYMEHTBI YIIOJIHOMOYCHHBIX (eliepaabHbIX
OpIaHOB MCIOJHUTENBHOM BIACTH MO 3aIUTe HH(OPMALUU

OpraHu3anroHHbIE MEPHI 110 3aIUTe HHPOPMALTUU

HeoOxonumele 3HaHus

(DOpMaJ'II/ISOBI)IBaTB 3aaa4y yIpaBJICHHUA 0€e30MacHOCTEIO KOMITBIOTCPHBIX
CHUCTEM

HpI/IMeHHTB HHCTPYMCHTAJIBHBIC CPEACTBA IIPOBCACHUA  MOHUTOPUHIA
3AIUINCHHOCTU KOMIIBIOTCPHBIX CUCTEM

[IpuMeHsATh METOJBl aHAIM3a 3al[UIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM U
ceTen

CTpyKTypHUpOBaTh AHAUTUTUICCKYIO HHPOPMAIIHUIO JIJISl BKIIOUYCHUS B OTYET

Jlpyrue xapakTepucTUKu

3.3.6. TpynoBasi pyHKUHSsA

[IpoBenenue 3KcrepTU3bl IPU
YpoBeHb
ACCJICIOBAHUHN KOMIIBFOTCPHBIX
HaumenoBanue P a N p . Kox | C/06.7 (momypOBEHb) 7
MMPECTYINICHUHU, IPABOHAPYIICHHUU U KBaJII/I(bI/IKaLII/II/I
HHIOUICHTOB
[IpoucxoxaeHue 3auMCTBOBaHO U3
. Opurusaan
TpynoBo#l QpyHKIMN OpUTHHANA
Kon opurunana Peructpanuonssiit
HOMED
PO eCCHOHATBEHOTO
CTaHIapTa

Tpynossle nencTBUs

OnpeneﬂeHI/Ie CBOMCTB afraparHbIX CpCACTB B COCTAaBC KOMHLIOTGpHOfI
CHUCTCMBI U UX q)aKTI/ILIeCKOFO 1 ICPBOHAYAJIBHOI'O COCTOSIHUA

KHaCCI/I(I)I/IKaI_[I/IH CBONCTB alimapaTrHbIX CpeACTB B COCTABC KOMHLIOTepHOﬁ
CHCTCMBI

JlnarHocTuka NPUYMH, YCIOBUNM W3MEHEHHUS CBONCTB (DKCIUTYaTallMOHHBIX
PEKUMOB) aNIapaTHBIX CPEICTB B COCTABE KOMITBIOTEPHOU CHCTEMBI

OnpeneneHne XapakTEpUCTHK OINEPALMOHHOW CHCTEMBI M HCIIOJIB3YEMBIX
TEXHOJIOTHA CHCTEMHOTO ITPOrpaMMHUPOBAHUS

AHanu3 QyHKIMOHAIBHBIX CBOWCTB MPOrPaMMHOTO 00eCTIeUeHus

HccnenoBanue  ajaroputMa  OPOrpaMMHOIO  MPOAYKTa W THUIIOB
MOJ/IeP’KUBAEMBbIX alMapaTHbIX M1aThopM

Onpenenenue MPUYMH, Ieeld U YCIOBUI M3MEHEHHS CBOWMCTB (COCTOSTHUSA)
MIPOTPaMMHOTO 00ECTICUCHUS

WNHpuBunyansHOe OTOXKJIECTBJICHUE OpUruHasia IIPOrpaMMBbI
(MHCTQJUISILIMOHHOW  BepCHMU) W €€ KONMM Ha HOCHUTENsX JaHHBIX
KOMIIBIOTEPHOU CUCTEMBI

YcTaHoBIeHHE TPYMITOBOM MTPUHAIIICKHOCTH ITPOTPAMMHOTO 00ECIICUCHHS

BLIpa6OTI(a HpC,Z[J'IO)KeHI/Iﬁ IO YCTPpAaHCHUIO BBIABJIICHHBIX y513BI/IMOCTeI>'I

BeIBIIeHHE WHIMBHUAYAIBHBIX IMPHU3HAKOB IPOTPAMMBI, I1O3BOJISFOIIMX
BIIOCIIE/ICTBUM HJCHTU(UIIMPOBATH €€ aBTOpa, a TaKKe B3aUMOCBSI3H C
MH(OPMAITMOHHBIM 00eCTIeYeHUEM HCCIIe1yeMON KOMITbIOTEPHON CUCTEMBbI

YcraHoBneHHE BHJA, CBOMCTB M cocTossHUS MH(OpMaIK ((HaKTHIECKOro U
MEPBOHAYAJIbHOTO, B TOM YHCJIE [0 €€ YHaJeHHss M MOAM(UKAINH) B




KOMITBIOTEPHOM CUCTEME

OnpeneneHne MNPUYMH W yCIOBUMM M3MEHEHMsSI CBOWCTB HCCIELYyEMOM
nHpopmaruu

OnpeneneHue MexaHuU3Ma, JUHAMHKA H  OOCTOSTENHCTB COOBITHS IO
uMeroIeicst nHGopMaluy Ha HOCUTENE JaHHBIX WU €€ KOIUSIM

YcraHOBNIEHHE YYACTHUKOB COOBITHS, MX POJIM, MECTA, YCIIOBHM, TPU KOTOPBIX
ObLU1a co31aHa, MOAUGUIIMPOBaHA WK yrajieHa nHdopmanus

YcTaHOBICHHE  COOTBETCTBUS ~ JTMOO  HECOOTBETCTBUS  JCUCTBHUA  C
nHpopMaImen cnenuaibHOMY PEeTJIaMEHTY (TIpaBUIaMm)

CocraBicHue OKCIICPTHOT'O 3aKJIFOYCHUA

Heo6xonumbie ymeHHS

®opmarsl XxpaHeHH HH(POPMALIUU B aHATU3UPYEMON KOMIIBIOTEPHOH cUcTeMe

OcHoBHbIe hopMaThl GailyioB, UCIOIb3yEeMbI€ B KOMITBIOTEPHBIX CHCTEMaX

OcCOoOEHHOCTH XpaHEHHsS KOH(PUTYpPAlMOHHOM M CHUCTEMHOW HMH(pOpMalUU B
KOMITBIOTEPHBIX CHCTEMax

VYA3BUMOCTH KOMITBIOTEPHBIX CUCTEM U CETEU

TexHonoruu IoOMCKa M aHaau3a CIEJOB KOMIIBIOTEPHBIX NPECTYILICHUH,
IIPaBOHAPYLICHUI U UHIIUJACHTOB

[Topsimox  ¢ukcauu W JAOKYMEHTUPOBAHMUS  CIEIOB  KOMIIBIOTEPHBIX
MPECTYIJICHUM, MPAaBOHAPYIICHU U UHLIMICHTOB

HopMbl yrosioBHOTO M aJMHHUCTPATHBHOTO TpaBa B cdepe KOMIBIOTEPHOU
uHpOpMaITUN

XapaKTepUCTUKHU MPABOHAPYIIECHHUH B 00JIACTH CBSA3H U HH(OpMAINu

Bune! npectyruienuii B chepe KoMnbIoTepHON HHPOpMaLIUU

[Topsimok mpoBeAeHUsT IKCHEPTU3bl BBIYMCIUTEIBHON TEXHUKH U HOCHUTENEH
KOMIIBIOTEpHON MH(OpMAIMK C Y4€TOM HOPMAaTUBHBIX IPABOBBIX aKTOB

CriocoObl  OOHapy)KeHHsT M HEWTpalM3aluil TOCJICACTBHIA BTOPKECHUH B
KOMITBFOTEPHbBIC CHCTEMbI

Metonsl aHanm3a cucteM oOecrieueHuss MHGOPMAIMOHHON Oe30MacHOCTH
00BeKTOB MH(OpMATH3AIMN Ha 0a3e KOMIBIOTEPHBIX CHCTEM B 3alIUIIIEHHOM
HUCIIOJIHCHUHN

ITopsnoK NOArOTOBKHM HAyYHO-TEXHHYECKUX OKCIEPTHBIX 3aKIIOYECHHUH I10
pe3ynbraraM BBIIOJHEHHBIX paboT 1o MHGOPMAIMOHHO-AHAIUTHYECKON U
TEXHUYECKOU DKCIIEPTU3E KOMIIBIOTEPHBIX CUCTEM

Metonel TpOBENEHUS  PACCICNOBAHHUS KOMIIBIOTEPHBIX IPECTYILICHUM,
IIPaBOHAPYIICHUI ¥ UHIUJICHTOB

MCTOI[LI aHajin3a OCTaTOYHOM HH(bOpMaHHH " IMOUCKa CJICOO0B IJIA (I)I/IKCB.I_[I/II/I
KOMITBIOTCPHBIX MHIUACHTOB

Kpunrorpadpuueckue anroputMbsl M OCOOEHHOCTHM HMX HPOTpaMMHOM
peanu3anuu

HOpMaTI/IBHLIe IIPpaBOBLIC AKTHI B obmactu 3alllUThI I/IH(l)OpMaI_[I/II/I

PYKOBO}ISIHII/IC U METOANYCCKUC JOKYMCHTBI YIIOJTHOMOYCHHBIX q)eﬂepam,HHx
OpTraHOB HCIIOJIHUTENLHOM BIIACTH 110 3aluTe I/IH(I)OpMaI_[I/II/I

OpraHuzanvoHHbIe MEPHI 10 3alIUTe HHpOpMauu

HCO6XO,Z[I/IMLIC 3HaHUA

HpI/IMeHHTL HOPMATUBHELIC n IMPaBOBLIC AKTbhI npu IIPpOBCACHNU
KpHMHHaHHCTI/IquKOﬁ OKCIICPTHU3BI U KPUMUHAJTIUCTHYCCKOI'O aHaJIn3a

AHanu3upoBaTh CTPYKTYPY MEXaHH3Ma BO3HUKHOBEHHUS U OOCTOSTENbCTBA
COOBITUSA

Ornpenenars NPUYUHY U YCIOBHS N3MEHEHUSI IIPOTPAMMHOTO 00eCTIeUeHU s

Brienarts cBoiicTBa U pU3HAKU MHPOPMAIMH, TO3BOJISIONIUE YCTAHOBUTD €€
MIPUHAJIEKHOCTD ONPEIEICHHOMY UCTOYHUKY

OHpe,Z[eJI}ITB MPUHIUIIBI ACJTICHUA ITPOTrPaMMHOTI0 obOecrieucHus Ha T PpYUIIbI, UX




crienuuvecKkre CBONCTBA U B3aUMOCBS3h C KOMITBIOTEPHON CHCTEMOI

[TpuMeHsTh IEHWCTBYIONIYIO 3aKOHOJATEIbHYI0 0a3y B o0macTu oOecredeHus
3aIUThl HH)OPMAIHH

BBISBIIATS BOBMOXKHBIE TPAGKTOPUU COCTOSHUH (DYHKIIMOHHPOBAHUS CUCTEMBI

BEISIBISITE HECOOTBETCTBUSA HMGIOH.[GﬁCi[ I/IH(i)OpMaI_[I/II/I €€ PacCIIOJIOXKCHUIO B
CHUCTEMC

ITporHo3upoBars BO3MOXHBIE IIyTH Pa3BUTHs HOBBIX BUIOB KOMIIBIOTEPHBIX
IIPECTYIUICHUH, TPAaBOHAPYLICHUN U MHIUICHTOB

Jlpyrue xapakTepucTUKu

3.4. O6001meHHas TpyaroBasi GyHKIUsA

[Ipoucxoxaerne 0600MeHHO
TPYHOBO# (pyHKIIUH

Pa3pabotka nporpaMMHO-annapaTHbIX
HauMenoBanue | CPEICTB 3alUTHI HHPOPMAIHH Ko D YPOBCHE 8
pea I pman . A KBaTH(pUKAIUH
KOMIIBXOTCPHBIX CUCTCM U CCTCU
3anMCTBOBAHO M3
Opurunan
OpHT'HHANIA
Kon Perucrpanuonsslit
OpHTrHHaIa HOMeEp
npodeccHoHaIbHOTO
cTaHaapra

Bo3moxHbIe
HalMEHOBAHUs
JOJDKHOCTEH, Tpodeccuii

[maBHBIN CIENUANKCT 110 3aIUTe HHPOPMALTUT

PYKOBO,[[I/ITGJ'IB oTAc)Ia CUCTEM 3alllUThI I/IH(l)OpMaI_[I/II/I

3amecTUTenh PYKOBOJIUTEINS eTapTaMeHTa (0T/ea) UCCIeIOBaHUN 1
pa3paboTok

PykoBomuTens nemapramenta (0Tena) ucciaeoBaHui U pa3paboTok

TpeboBanus
00pa3oBaHUIO U
00y4YEeHHIO

Bricuiee oOpa3oBaHue - CielUaIuTeT UM MarucTparypa B o0jaacTu
nH(}OpPMaIMOHHOM 0€3011acHOCTH

u

JlononHuuTenbHOE TpodeCcCHOHANBEHOE 00pa30BaHUE - MPOTPAMMEBI
TOBBIIICHUS KBaIM(HUKAIMK B 0071aCTH MHGOPMAIIMOHHON 0€30MacHOCTH

HIIN

Briciee oOpazoBanue - acnupaHTypa (aIbIOHKTYPa)

TpeboBaHus K OMBITY
MPAKTUYECKOH pabOTHI

He menee natu et paboTsl IO MPUMEHEHHUIO U aHANIN3Y 3P PEKTUBHOCTH
CpPE/CTB 3aIIUThl HH(POPMALIMU KOMITBIOTEPHBIX CUCTEM, B TOM YHCIIE Ha
PYKOBOZSIINX JOJDKHOCTSIX HE MEHEE TPeX JIeT (/151 UMEIOIIUX BhICIIee
o0pa3oBaHMeE - CIICIMATUTET WIIM MarucTparypa B 001acTi
nH(pOpPMAITMOHHON 0€30TTaCHOCTH)

nimn

He menee Tpex JieT paboThl 10 MPUMEHEHUIO U aHAIN3Y 3 EKTUBHOCTH
CPEICTB 3aIlIUThl HHPOPMALIUK KOMITBIOTEPHBIX CHCTEM, B TOM YHUCIIE Ha




PYKOBOZSIINX JOJDKHOCTSX HE MEHEe ABYX JIET (ISl UMEIOIUX BbICIIEE
o0Opa3oBaHHe - acIUpaHTypa (aABIOHKTYPA))

Oco0Opble ycroBus
JIOITyCKa K pabore

Hanunuue gomycka k rocyiapcTBeHHO# TaifHe (IIpu He0OXOIMMOCTH)

Jlpyrue xapakTepucTUKU

IIOHOJ'IHI/ITCJII)HI)I@ XapaKTCPpUCTUKU

HaumenoBanue 0a30BOM Ipymiibl, JOIKHOCTH

HaumeHnoBanue noxkymeHnTta Kon
(mpodeccun) uim crenuaaTbHOCTH
OK3 1223 PykoBoauTenu noapasaeneHuii o HayYHbIM
HCCJIETOBAHUSIM U pa3paboTKam
1330 PykoBonurenu cinyx0 u noapasnencuuii B cepe
HMH()OPMAITMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTUI
2519 Pa3paboTunky ¥ aHATUTHKH TPOrPAMMHOTO
oOecrieueHus U IPUI0KEHUI, HE BXOJSIINE B pyTUe
TPYIIITBI
EKC - I'maBHEBIN crienUaINCT IO TEXHUYECKOU 3aIlUTE
nHbOpMaLTUU
- Hauanbnuk otnena (maboparopuu, CEKTOpa) 1o
TEXHUYECKOU 3amuTe nHpopmauu
- Crenmmanmuct o o0ecriedeHno 0e30MmacHOCTH
nH(pOpMaIUKU B KIIOUYEBBIX CUCTEMaX MHGOPMAIIMOHHON
UHPPACTPYKTYPHI
OKCO 090101 Kpunrorpadus
090102 KomnbrorepHas 6€30macHOCTh
090103 OpraHu3anys 1 TEXHOJIOTHS 3aIUThl HH()OPMAIIHH
090104 KommuiekcHast 3amurTa 00beKToB HH(pOpMaTH3auu
090105 KommnekcHoe obecrieueHne nHGHOpMaIMOHHOM
0€30MMacHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM
090106 WNudopmarnmonHas 0e30MacHOCTb
TEJICKOMMYHUKAIIMOHHBIX CHCTEM
OKCBHK® 090106 WNudopmanmonnas 6€30macHOCTb

TCIICKOMMYHHUKAIIMOHHBIX CUCTEM

3.4.1. TpynoBasi pyHKUHUSA

Pa3pabotka TpeOoBaHMi K MpOrpaMMHO-
armmapaTHBIM CPEICTBAM 3alUThI YpOBEHE

HaumenoBanue Kox | D/01.8 (moypoBEHb) 8
I/IHq;)OpMaIII/II/I KOMITBIOTCPHBIX CUCTEM U KBaJ’II/I(bI/IKaL[I/II/I
ceren

IIpoucxoxnenue 3anMCTBOBaHO U3

. Opuruaan
TPYIOBOM (PyHKIIMH OpUrMHaja
Kon opurunana PerucrpannonHbIit
HOMeEp
po¢eCcCHOHATHEHOTO
craHmapra

Tpynosblie nercTBus

Omnpenenenue yrpo3 0€30MacCHOCTH M MX BO3MOXHBIX HCTOUHUKOB

OnpezeneHye KaHAJIOB YTEUKH HH(OpMAIUK

Pa3paboTka MareMaTHUeCKUX MOJEJEH, pealn3yeMbIX B CpeJICTBaX 3allUThI




nHpopmaruu

Onenka 3 PeKTUBHOCTH PEaTU3yeMbIX TEXHUYECKUX PEIICHUI

OLeHKa TEXHUKO-D)KOHOMUYECKOTO YpPOBHS pEaU3yeMbIX TEXHUYECKHUX
peLeHui

Br160op cpencTB 1 METOOB 3aIlIMTHl HH(DOPMAITIT

Heo6xonumbie ymeHHS

[Topsimox opranu3amnmu padoT 1Mo 3ammTe HHHOpMaIuu

Metonbl u cpenctBa moiydeHUsi, oOpaOOTKM W mepenadyd HH(oOpManuu B
OTEPAIIMOHHBIX CHCTEMax, CHUCTeMax YIpaBlieHUss 0azaMu JaHHBIX W
KOMITBIOTEPHBIX CETAX

MCTOI[BI aHayju3a 0e30MacHOCTHU KOMITBIOTCPHBIX CUCTEM

BI/I,Z[BI dTaK U MCXAaHU3MbI UX pCAJIM3allu B KOMIIBIOTCPHBIX CUCTEMAX

MCTOI[BI BBIBJICHUS KaHAJIOB YTCUKHU I/IH(bopMaHI/II/I

Mertonsl W CcpeicTBa 3amUTHl MH(POPMAIMM B KOMIBIOTEPHBIX CETSX,
OIEPALIMOHHBIX CUCTEMAX M CUCTEMax yNpaBlieHHs 0a3aMH JaHHbIX

[TpuHIMIBI TIOCTPOEHUS CPEACTB 3allUThl WH(POPMALUU KOMIBIOTEPHBIX
CUCTEM

q)OpMaJ'H)HBIC MOJCIIN YIIPpaBJICHUA JOCTYIIOM

Kpunrorpadpuyeckne anropuTMbl U OCOOCHHOCTH WX TPOTPAMMHOU
peannszanyu

HopmatuBHBIE TpaBOBbIE aKThHI B 00JIACTH 3aIUTHI HH(OpMALIUN

PykoBozsiue 1 MeToIu4eckre JOKYMEHThI YITOJTHOMOYEHHBIX (eliepaabHbIX
OpraHOB MCIOJHHUTEIBHOM BIACTH 10 3aIIUTE HH(OPMALIUN

OpranuzanroHHbIe MEPHI MO 3alIuTe HHpOpMaIuu

HarmmonaneHbie, MEXKTOCYIapPCTBEHHBIE M MEKIyHAPOIHBIC CTAaHAAPTHI B
00acT 3auThl HHGOPMAITUN

HeoOxonumeble 3HAaHUA

O0600maTh HayYHO-TEXHHUECKYIO TUTEPATypy, HOPMAaTUBHBIE U METOUYECKHE
Marepuaibl B 00JacTy 3alIUThl HHGOPMALIUU

@dopMupoBaTh MOAEIM YIPO3 U MOAEIM HapyluTenas Oe30MacHOCTH
KOMITBIOTEPHBIX CUCTEM

BeusBriaTe Hambosiee 1enecooOpazHble MOAXOAbl K OOECIEYEHHIO 3aIIUThI
MH(}OpMaIU KOMIIBIOTEPHOM CHCTEMBI

Pa3pa6aTBIBaTB YaCTHBIC MMOJUTHUKU OC30ITaCHOCTHU KOMIIBIOTCPHBIX CUCTEM, B
TOM YHCJIC TIIOJIMTUKW YHPaBJICHUA OOCTYIIOM U I/IH(l)OpMaIII/IOHHI)IMI/I
IIOTOKaMH

[IpruMeHsATh HalMOHAJIbHBIE, MEKIOCYIAPCTBEHHBIE W MEXIYHApOIHBIE
CTaHAapThl B 007acTU 3amuThl WHGOPMAIMU AJS OLEHKH 3alMIIEHHOCTU
KOMITBIOTEPHOMN CUCTEMBI

[TpuMeHATh AEHCTBYIOIIYIO 3aKOHOJATEIbHYIO 0a3zy B oOnacTu obecredeHus
KOMITbIOTEPHON O€301MacHOCTH

Uurarb ¥ TNOHMMAarb HOPMATUBHBIE W METOAUYECKHE JOKYMEHTBHI IIO
MH(OPMAITMOHHON 0€301aCHOCTH Ha aHIIIMHCKOM SI3bIKE

OcymiecTBiIsATh NPUHATHE PpEHIEHUH O HeoOXOAWMOCTH HCIIOIb30BaHUS
IIPOrpPaMMHO-AIAPATHBIX CPECTB 3aIUTH HHPOPMaLUU

Jlpyrue XxapakTepuCcTUKU

3.4.2. TpynoBasi pyHKUHUSA

[IpoexkTrpoBaHKue MPOrPaMMHO- YposeHb
Haumenosanue anmapaTHbIX CPEACTB 3alUThI Kon | D/02.8 | (nonyposenn)

KBaITU(PUKALIUU




ceTen

nH(pOpPMaIIN KOMIIBIOTEPHBIX CUCTEM U

[Ipoucxoxnenue
TpynoBoil pyHKIMN

3arMMCTBOBAaHO U3

Opurnaan
OpHIHHAIA

Kon opurunana Peructpanmonsslit
HOMEp
podeccHOHaIBHOTO
CTaHAapTa

Tpynossle nencTBUs

Pa3paboTka TEXHUYECKUX 3a/laHWi, SCKHU3HBIX, TEXHUYECKUX H paboumx
MIPOEKTOB padoT 110 3amuTe HHHOpMAIu

Pa3paboTka 1raHoB U rpaKoB MPOBEAEHUS padoT Mo 3anmTe HHpOopMauu

AHanm3 CymecTBYIOIINX METOIOB U CPEACTB, IPUMEHSAEMBIX Ul KOHTPOJIS U
3alUThl MHQOpMALIUN

Pa3paboTka npeanoxeHus o COBEPILIEHCTBOBAHUIO CYIIECTBYIOIINX METOIOB
U CPEICTB, NPHUMEHSEMBIX JUIsI KOHTPOJS W 3aluThl WHOOpMAIUU U
MOBBIIICHUIO YPPEKTUBHOCTU ITOU 3aLTUTHI

Pa3pa60TKa IIPOCKTOB IIPOTPAaMMHBIX M aIllldpaTHbBIX CPCIACTB 3alllUThbI
HHq)OpMaHHH B COOTBCTCTBHUU C TCXHUYCCKHUM 3aJaHHECM

OrneHka TEXHUKO-3KOHOMHUYECKOTO YpOBHA U 3((EKTUBHOCTH MpeiaraeMblX
Y pean3yeMbIX TEXHUUECKUX PELICHUIN

[IpoBenenue arrecTanyy NpOrpaMM U aIrOPUTMOB Ha MPEIMET COOTBETCTBUS
TpeOOBaHUSM 3AIUTHI HHPOPMAIIH

HeoOxonumbie ymeHus

Metonbl u cpenctBa moiydeHHs, oOpabOTKM W mepenadyd HHpoOpManuu B
OTIEPAIIMOHHBIX CHUCTEMAaX, CHCTeMax VhpaBleHus Oa3amMu JaHHBIX U
KOMITBIOTEPHBIX CETAX

BI/II[I:I araK U MCXaHU3MbI UX pCaIN3allu B KOMIIBIOTCPHBIX CUCTEMAX

MeTOI[LI H CpCACTBA 3alIUTHI I/IH(I)OpMaI_II/II/I B KOMIIBIOTCPHBIX CCTHAX,
OINCpalOHHBIX CUCTEMAX U CUCTCEMAaX YIIPaBJICHUA 0azaMu JaHHBIX

HpI/IHI_II/IHLI IMMOCTPOCHHUA CHUCTEM 3allUThI I/IH(I)OpMaI_II/II/I KOMITBIOTCPHBIX
CHUCTEM, B TOM YHCJIC aHTUBUPYCHOT'O ITPOrpaMMHOT0 obecrneuyeHus

MeTtonp! aHanm3a 6€30MacHOCTH KOMIIBIOTEPHBIX CUCTEM

TeopeTnko-4ynciIoBblE METOJAbl U AJITOPUTMBI, NPHUMEHSEMBIE B CPENCTBAxX
3a1UThl HHGOPMAIIT

cDOpMEL]'H:HI:Ie MOZJCIIN YIIPABJIICHUSA JOCTYIIOM

HpI/IHHI/Il'H)I %1 METOAbI HpOCKTI/IpOBaHI/Ifl HpOFp aMMHO -ar[r[ap aTHOT O
obecneueHus

MeTomo10ru1 U TEXHOJIOTUH pa3pabOTKU IPOrpaMMHOT0 00eCIIeUeHUs

[TpuHIMIIBI M METOMBI YIPABJICHUS MPOEKTaMH B 00JIacTU MHGOPMAITOHHOM
0e30IacHOCTH

Kpuntorpadpuueckue anroputMbl © OCOOEHHOCTH HUX IPOrpaMMHOM
peanu3anuu

HopmaruBHbIe paBoOBbI€ aKThI B 00JIACTH 3aIIUTHI HH(DOpMauu

PykoBozsime 1 METOIMYECKHE JOKYMEHThI YITOJTHOMOYEHHBIX (eepaabHbIX
OpraHOB MCIOJHUTENIbHOM BJIACTH 110 3aIIUTe HH(GOpMAITII

OpFaHI/BaHI/IOHHHe MCPBI 110 3aIIUTC I/IH(I)OpMaI_II/II/I

HanmoHnaneHble, MEXTOCYJapCTBEHHBIE W MEXIyHApOIHBIE CTaHIAPTHI B
00J1acTH 3alUThl HHQOpMALIUU

Heo0OxonuMmeie 3HaHUS

HpOBO)II/ITB HCCICO0BaHHUA C LIECJIBbIO HAXOXKACHUA HauoOoee HeHeCOO6p33HBIX
MPAKTHYCCKUX peI_HCHI/Iﬁ 10 00ECIICUCHUIO 3alllUThI I/IH(I)OpMaI_[I/II/I

HpI/IMeHSITB OTCUCCTBCHHBLIC CTAaHAAPTHI B o0nacTu 3alIUThI I/IH(l)OpMaIII/II/I JUIS




MIPOEKTUPOBAHUS CPEJICTB 3alTUTHl HTHPOPMAIIMH KOMITBIOTEPHOM CHCTEMBI

Pa3paOarbiBaTh apXUTEKTYypy W UHTEpPQEIChl CPeACTB 3alUThl HH(pOpMAIIH,
IpOLEAYPHl BOCCTAHOBJIEHUS pa00OTOCIIOCOOHOCTH CPENICTB M CUCTEM 3aIUTHI
nocie cOoeB

[Tonbupars u 00001aTh HAYYHO-TEXHUYECKYIO JIUTEPATypy, METOAMYECKHE
MaTepuaibl o MPOTPAMMHBIM U allllapaTHBIM CPEACTBAM U CIIOCO0aM 3aIUThI
nH(pOpMaIMK, B TOM YHCIIC HA AHIJIUHCKOM SI3bIKE

Jlpyrue xapakTepuCTUKH

3.4.3. TpynoBasi pyHKUHUSA

Pa3paboTka u TeCTUpOBaHHE CPEICTB VpoBeHs
Haumenosanue 3amUThI UHOOPMAITUU KOMITBIOTEPHBIX Kon | D/03.8 | (monmyposenn) 8
CHCTEM U ceTei KBaTHUKALIH
[Tpoucxoxnenue 3anMCTBOBAHO M3
. Opurusan
TPyIOBO# PpyHKIIMK OopUrvHaa
Kon opurunana Peructpanuonsslit
HOMED
po¢eCCHOHATBFHOTO
CTaHJapTa

TpynoBble neicTBUs

Pa3pa60TKa CpPpCACTB 3alllUThI I/IHq)OpMaI_[I/II/I B COOTBCTCTBHH C TCXHHYCCKUM
3aJaHUEM

Hccnenosanue IIporpaMMHO-alIapariblX CPCACTB 3allUThI I/IH(I)OpMaI_II/II/I B
KOMITBIOTCPHBIX CUCTEMAX

Pa3paboTka mnporpamMmmHoO-anmapaTHBIX CPEACTB 3alUThl WHGOpMAIMU B
KOMITBIOTEPHBIX CUCTEMAX

OTnaznka co3/1aBaeMbIX CPEJICTB 3aIUTHI HH()OPMAITTH

IIpoBenenue arrectaluy MporpaMM M aJITOPUTMOB Ha MPEIMET COOTBETCTBHS
TpeOOBaHUAM 3alIUTHl HHPOPMALIHH

Pa3pa60TI<a MaTeMaTU4eCKUX MoAeaeH 0e30IMacHOCTH KOMITIBIOTCPHBIX CUCTEM

Brinonnenue KOHTPOJIbHBIX IIPOBEPOK paboTocnocoOHOCTH u
3P PEKTUBHOCTH CUCTEM U CPEJICTB 3aIUThl HHPOpMaUK

HeoOxonumbie ymeHus

Metonbl U cpencTBa mosydeHusi, oOpabOTKM W Tepenadyd HH(OpMaluu B
ONEpALlMOHHBIX CUCTEMaX, CHUCTeMax yIpaBieHHs 0a3aMu JaHHBIX U
KOMITBIOTEPHBIX CETSX

MeTOI[LI H CpCACTBA 3alIUTHI I/IH(I)OpMaI_II/II/I B KOMIIBIOTCPHBIX CCTAX,
OINCpalOHHBIX CUCTEMAX U CUCTCEMAaX YIIPaBJICHUA 0azaMu JaHHBIX

MeTtozapl aHaIu3a 0€30I1aCHOCTH KOMITIBIOTCPHBIX CUCTCM

[TpuHIMIBI TPOEKTUPOBAHMS AHTUBUPYCHOT'O IPOTPAMMHOT0 00ecTIeueHuUs

BI/I)II)I araK U MCXaHU3MbI UX pCaIn3allu B KOMIIBIOTCPHBIX CUCTEMAX

HpI/IHLII/IHLI MOCTPOCHUA CHUCTCM 3allUThI I/IH(I)OpMaLII/II/I KOMITBIOTCPHBIX
CHCTEM

MeTononoruu U TEXHOJOTMH pa3pabOTKH MPOrPaMMHOTO M  allapaTHOTO
obecrieueHus

Kpunrorpadpuueckue anropuTMbl U OCOOCHHOCTH HX TMPOTrPaMMHOU
peanu3anuu

HOpMaTI/IBHLIe IIPaBOBLIC AKTELI B obactu 3alllUThI I/IH(I)OpMaI_[I/II/I

PYKOBO}ISIHII/IG 1 METOANYCCKHUE JOKYMCHTEHI YITOJTHOMOYCHHBIX (beglepam)HHx




OpPraHOB MCIOJHUTENIbHOM BJIACTH 110 3alIUTE WH(GOPMAIII

OpraHu3anroHHbIE MEPHI 110 3aIUTe HHPOPMALTUU

HampionaspHble, MEXKIOCYIapCTBEHHBIC M MEXIyHApOIHbIC CTAaHAAPTHl B
o0acTy 3auThl HHQOPMALUU

HeoOxonumele 3HaHus

Hcmonp30BaTh IMPUEMBI 3allTUTHOI'O ITPOrpaMMHPOBAHUSA

Hcnonp30BaTh IMPUCMBI 3allIUTHI OT TUIIOBBIX ATAK KOMIIBIOTCPHLIX CUCTEM

HpI/IMeHﬂTB MCTOAbI U ITPUEMBI OTJIAAKK

HpI/IMeHﬂTB MCTOABI U CPEACTBA TECTUPOBAHUA

Jpyrue xapakTepuCTUKH

3.4.4, TpynoBasi pyHKIIUSA

ConpoBokaeHNE pa3paboOTKU CPEACTB YpoBeHsb
HaumeHoBanue 3aIIUTHl HHOOPMAIIMKM KOMITBIOTEPHBIX Kox | D/04.8 (moypoBeHs) 8
CHCTEM W CeTe KBaTHUKALIH

IIpoucxoxnenue
TpyHoBOH PyHKINH

Opurusan

3auMCTBOBAHO U3
OpHTrHHANA

Kon opurunana Peructpanuonssiit
HOMED
po¢eCCHOHATBFHOTO
CTaHIapTa

TpynoBble neicTBUs

Pa3paboTka TeXHUYECKUX 3a/laHui, MIIAaHOB M rpadukoB IpoBeAeHUs paboT
0 3amuTe NHOOPMAIMK B COOTBETCTBUU C JACHCTBYIOIIMM HOPMATUBHBIMU H
METOAMYECKUMH TOKYMEHTAMU

Pa3paboTka pexoMeHmanMii W TPEIJIOKEHUN 110 COBEPIICHCTBOBAHHUIO U
HOBBIIIIEHUIO 3()(HEKTUBHOCTH 3aILUTHI HHPOPMAIIH

Cocrasnenne u 0hOpMIICHHE Pa3/Ie]IOB HAYYHO-TEXHHUYECKUX OTYETOB

Omnpenenenue MOTPeOHOCTH B CPEACTBAX 3AIIUTHI HHPOPMAIINH, COCTABICHHE
3asIBOK Ha UX MPUOOPETEHNE C HEOOXOAMMBIMU OOOCHOBAHUSIMU U PacuyeTaMu

[ToaroroBka NpeAsOKEHUN IO 3aKIIOUYEHUIO COMIAIIEHUN U JIOrOBOPOB C
OPYTUMH  YIPEXKICHUSIMH, OPTaHU3ALUSAMH, IMPEJOCTABISIIOIIUMHI YCIYTH B
00J1acTH 3alUThl HHQOpMaLUK

Brmmonnenue arTeCTallvy porpaMm M aJITOPUTMOB Ha IMPEAMET COOTBETCTBHUA
Tpe60BaHI/I${M 3alIUThI I/IH(I)OpMaI_II/II/I

Beinonxenue KOHTPOJIBbHBIX IIPOBEPOK paboTocnocoOHOCTH U
3¢ (GEKTUBHOCTU CUCTEM U CPEACTB 3aIIUTHI HH(OpMaIUU

AHanu3 CyleCTBYIOLUIMX METONOB U CPENCTB, IPUMEHSAEMBIX JUIsI KOHTPOJI U
3alUThl HHGOpPMAITII

Pa3zpaGoTka mpemiokeHH 1O COBEpIIEHCTBOBAHUIO W  IOBBILICHUIO
3 PEKTUBHOCTH METOJIOB M CPE/ICTB, TPUMEHSIEMBIX JIJISI KOHTPOJIS M 3aIIUATHI
uHpOpPMaITUU

HO)IFOTOBKa IMPOCKTOB HOPMATHUBHBIX W MCTOAWYCCKUX MATCpHaJIOB,
PCINIAaMCHTUPYIOLIUX pa60Ty 110 3alIUTE I/IHq)OpMaI_[I/II/I

Pa3paboTka opraHn3alMOHHO-PACTIOPSAIUTEIBHBIX IOKYMEHTOB IO 3alluTe
uHpOpPMaITUU

Kontpones Han paboToli 1O OLIEHKE TEXHUKO-IKOHOMHUYECKOTO YpPOBHS
pas3pabarbIBaeMbIX Mep M0 3alUTe HHPOPMAITIH

MeTtonnueckoe pyKOBOJACTBO pabOTOM MO OLEHKE TEXHHUKO-KOHOMUYECKOTO




YPOBHsI pa3padaThIBAEMbIX MEp 10 3aIUTe HHGOPMAITUN

KoHTpons Haa coOM0eHNEM YCTAHOBICHHOTO TIOPSIIKA BHIMIOTHEHUS padoT, a
TaK)Ke JEHCTBYIOIIETO 3akoHoAaresbcTBa Poccuiickoit dDeaepanuu 1pu
pEIICHUU BOTIPOCOB, KACAIOIINUXCS 3aIUTHI HH(OOpMAITUU

OpFaHI/I3aL[I/I5[ IMPOBEACHHA CIICHHUAJIbHBIX I/ICCJ'IC,Z[OBaHI/Iﬁ U KOHTPOJIbHBIX
IMPOBCPOK IO BLIABICHUIO BO3MOXXHBIX KaHAJIOB YTCUKHU I/IH(l)OpMaI_[I/II/I

HeobOxonumbie ymeHus

MerTonb! 1 cpesicTBa NodydeHust, 00paboTKU U nepeaadr nHpopMauu

MeTo/p! BBISBIICHHS KaHAJIOB YTEUKH MH(OpMauu

[Topsimox opranuzanuu padoT 1o 3ammre nHhopMauu

Mertoapl MIaHUPOBAHUS M OpraHU3alMM MPOBEACHHMsS pPAaOOT IO 3alUTe
uHGOpPMaIIUN U 00ECTIEYCHUIO TOCYIapPCTBEHHOM TaltHBI

Mertonbl TpoBeAEHUS CIIEIUATBHBIX HCCIEIOBAaHHH M IPOBEPOK, PaboT 1O
3anmTe HHPOPMAIIH

MCTOI[LI H CpCACTBa 3alllMTHI I/IH(I)OpMaHI/II/I B KOMIIBIOTCPHBIX CCTiAX,
OINCpAaMOHHBIX CUCTCMAX U CUCTCMAaX YIPaBJICHUA 0azamu JaHHBbIX

MeTtonanl aHanu3a 0e30macHOCTH KOMIIBIOTCPHBIX CUCTEM

[TpyHIMIIBI TPOEKTUPOBAHUS AHTUBUPYCHOTO MPOrPaMMHOI0 00eCIeueHuUst

Buabl aTak 1 MEXaHU3MBI UX pcain3aliiid B KOMIIbIOTCPHBIX CUCTCMAX

[IpyHIMIIBI TOCTPOEHMSI CHCTEM 3alUThl HMH(OPMALMU KOMIIBIOTEPHBIX
CUCTEM

CDOpMaJ'IBHBIC MOZJCIIN YIIpABJIICHUSA JOCTYIIOM

Kpunrorpajpuueckue anroputMbl M OCOOEHHOCTH HUX IPOrpaMMHOM
peanu3anuu

HopmatuBHBIE TpaBOBbIE aKThI B 00JIACTH 3aIUTHI HH(OpMALIUN

PykoBozsime 1 MeToIu4eckre JOKYMEHThI YIIOJTHOMOYEHHBIX (ellepaabHbIX
OpraHOB MCIOJHHUTEIBHOM BIACTH 10 3aIIUTE HH(OPMALIUN

OpranuzanroHHbIe MEPHI MO 3aluTe HHpOopMauu

HanmoHnaneHble, MEXTrOCYJapCTBEHHbIE W MEXIyHapOIHBIE CTAaHIAPTHI B
00J1acTH 3alUThl HHQOpMaLUK

HeO6XOI[I/IMLIe 3HaHUA

q)OpMI/IPOBaTL MoACIn YIrpo3 W MOACIMW HApYIIHUTEIA 0€30ITaCHOCTH
KOMITBIOTCPHBIX CUCTEM

Pa3pa6aTBIBaTB YaCTHBIC MMOJUTHUKU OC30ITaCHOCTHU KOMIIBIOTCPHBIX CUCTEM, B
TOM YHCJIC TIIOJIMTUKW YHPaBJICHUA OOCTYIIOM U I/IH(l)OpMaIII/IOHHI)IMI/I
IIOTOKaMH

HpI/IMerlTI) HAallMOHAJIBHBIC, MCKTOCYAJAPCTBCHHBIC W MCKIAYHAPOIHBIC
CTaHapThI B obOmacTu 3alllUThI I/IH(I)OpMaI_II/II/I

[IpuMeHATh NEHCTBYIONIYIO 3aKOHOAATEIbHYIO0 0a3y B oOnactu obecrieueHus
3alUThl HHGOPMAITHH

Yurate W TOHHUMAaTh HOPMATUBHBIC W MCTOAUYCCKUC HOOKYMCHTBI II0
PIH(I)OpMElL[HOHHOfI 0C30IMaCHOCTH HA aHIIIMICKOM SI3BIKE

Jpyrue xapakTepuCTUKH

IV. CBenenusi 00 opranu3anusax — pa3padorunkax npogeccuoHaAJIbHOIO CTAHAAPTA




4.1. OTBeTCTBEHHAsI OPraHU3alUsA-Pa3pPadOTUHK

3A0 «Acconmanus CernuaIncToB HHPOPMAIMOHHBIX cucTeMy, ropon Cankr-IlerepOypr

I'enepanbHblil TUPEKTOP ConoasuaukoB Anekcanap Bragumuposuu

4.2. HamMeHOBaHUsI OPraHU3aIHUii-pa3padoTUNKOB

Me)erl"I/IOHaJ'IBHaH O6IHCCTB€HHa${ OpraHru3anusa «Acconmanus 3allINThI I/IH(i)OpMaI_[I/II/I», ropoa

1
Mocksa

2 OI'KOY BO «Akanemus denepanbHoil Ciryx0b1 6e3omacHocTH Poccniickoit Deaepanumy, ropos
Mocxksa

3 | ®I'VII «HayuHo-TexHUYeCKHid HEeHTp «ATiacy, ropoa Mocksa

DdenepanbHOe yueOHO-METOANUECKOE OObEMHEHUE 110 YKPYITHEHHOM I'pyIIe clieUalbHOCTEH U
HanpasiaeHui noarotoku «MHpopmanmonHas 6e30nacHOCTb», ropoa MockBa

! Obmepoccuiickuii KtaccuhUKaTOp 3aHATHIHA.

2 O6IIePOCCHIACKHI KIacCH()HUKATOP BHIOB SKOHOMHUYECKOI IeATETBHOCTH.

® Enuublit KBanmn(HKAIHOHHBIN CIIPABOYHIK T0JDKHOCTEH PYKOBOIHTENEH, CIICIHATICTOB M APYTHX CITyKALIHX.
* O6mepoccuiickuit kmaccudukatop mpodeccuii paGodrX, TOKHOCTEH CITy)KAIMX U TAPUDHBIX PA3PSIOB.

> Oo6mepoccuiickuii kaccuukaTop crenuaIbHOCTE! 0 00pa30BaHHUIO.

6 Oobmepoccuiickuii kaccu(ukaTop CrenuaIbHOCTE! BRICIICH HAYIHOH KBAIU(UKAIIHY.




